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Introduction

Introduction

The smartcard enrollment tool of the ECOS System Management Appliance (SMA) allows administrators 
to write certificates to smartcards. 

The ECOS SecureBootStick® FX/SX (SBS) requires a smartcard, which must contain the certificates for 
sign-in and access to a VPN connection.

This tutorial guides administrators of ECOS appliances through the smartcard enrollment process. Please 
read the section circle-info Preparations carefully before you start and keep these instructions for future refer-
ence.
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Preparations

Preparations

To roll out smartcards for the ECOS SecureBootStick® (SBS), you need a working smartcard reader. Connect 
the reader and insert the smartcard you want to enroll.

You need to upload middleware files to the SMA, and create/configure the objects Service: Smartcard 
Enrollment, ECOS Secure Boot System, and Certificate.

warning Note

Please note that the computer on which you are enrolling the smartcard should not have any ATOS 
middleware software installed.

1 ∙ Upload the smartcard middleware

Middleware is required to deploy certificates to smartcards. SBS smartcards require the SPE version of the 
ATOS Middleware. You can obtain the necessary files from the ECOS Support.

Open the Container: Software Updates.

folder Admin

Im-/export:Im-/export: Click Upload.

In the file selection dialog, select the ATOS Middle-
ware file and confirm with Open.

A subcontainer named “ATOS Middleware” is auto-
matically created, which contains the middleware 
files as File for Mobile Office.

Fig. 01:  Container: Software Updates - admin tab

Fig. 02:  ATOS middleware
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2 ∙ Configure the smartcard enrollment service

Add Service: Smartcard Enrollment to the service container of the ECOS Appliance object and configure 
it as follows:

folder General

Name:Name: Assign a meaningful name.

Start:Start: Select the checkbox.

Local address for external access:Local address for external access: Select an interface to 
handle external requests. The default address is the 
SMA's IP address.

Port:Port: Select the port associated with the address 
above. The default port is the SMA's management 
port (port 909).

Smartcard DLLs:Smartcard DLLs: In the File nameFile name column, select either the previously created ATOS Middleware (Group) container or 
the individual middleware files, and select the respective checkbox in the ActiveActive column.

Make sure that all middleware files are listed if you have not selected the whole container.

Click ApplyApply to save your settings.

3 ∙ Configure the SBS for use with a smartcard

Create an object of type ECOS Secure Boot System and configure it as follows:

folder General

Name:Name: Assign a meaningful name.

System type:System type: Select Slave.

Master address:Master address: Select ECOS System Connector.

Use smartcard for management:Use smartcard for management: Select the checkbox.

Local admin user:Local admin user: Select the user object to which you 
want to grant administrative access to the SBS.

Local user:Local user: Select the user who will be working with the 
SBS.

Smartcard initialization:Smartcard initialization: Select an initialization option. The various options are explained in section circle-info Options 
for smartcard initialization.

Fig. 03:  Service: Smartcard Enrollment

Fig. 04:  ECOS Secure Boot System
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4 ∙ Configure the smartcard certificate

Create an object of type Certificate beneath the SBS object and configure it as follows:

folder General

Certificate creation:Certificate creation: Select Create Automatically.

Save certificate on smartcard/hsm:Save certificate on smartcard/hsm: Select Smartcard.

folder Usage

Usage:Usage: Select SBS, authenticate.

Click ApplyApply to create the certificate.

folder General

Display status:Display status: The status field must now display Ready to 

create certificate (key on token only)  .

Fig. 05:  Certificate settings

Fig. 06:  Certificate key usage

Fig. 07:  Certificate status after creation
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Options for smartcard initialization

Options for smartcard initialization

Smartcard initialization: No

Use this option to initialize a fresh smartcard for the first time (zero PIN status) or to renew existing certif-
icates on the smartcard.

Depending on the selected key size, the initialization may take several minutes.

During the first initialization, the smartcard's PIN and PUK are set. The PIN can be changed subsequently, 
whereas the PUK cannot. Keep the PUK in a safe place.

Smartcard initialization: Format

Use this option if you want to erase and overwrite the smartcard contents, for example, because an em-
ployee is leaving the company and the smartcard needs to be issued to a new employee.

Depending on the selected key size, the initialization may take several minutes.

During formatting, a new smartcard PIN is set, and the system prompts for the PUK that was set during 
the first initialization.

Fig. 08:  First initialization of the smartcard Fig. 09:  PIN and PUK prompt

Fig. 10:  Key generation Fig. 11:  Format smartcard



8ECOS Appliances	

Options for smartcard initialization

Smartcard initialization: New PIN

Use this option to change the smartcard PIN. All other data remains unchanged.

To change the PIN using the smartcard enrollment tool, you will need the current smartcard PIN. If you 
no longer know the current PIN, you must reset it directly via the SBS pinpad. This operation requires the 
smartcard PUK.

For more information on resetting a PIN, please refer to the SBS User Manual.

Fig. 12:  Set a new PIN Fig. 13:  Smartcard enrollment completed
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Rolling out the smartcard

1 ∙ Configure the smartcard initialization

Open the SBS object whose smartcard you wish to roll out. 

folder General

Smartcard initialization:Smartcard initialization: Select an initialization option and 
click ApplyApply.

warning Note

Run the smartcard enrollment tool on the device to which the smartcard reader is connected to avoid 
conflicts during rollout.

2 ∙ Download the smartcard enrollment tool

Remain in the SBS object’s configuration form.

folder General

Smartcard enrollment:Smartcard enrollment: Click on Tool.

Create a new folder in your computer's file system—
for example, in the Programs folder—and save the 
smartcard enrollment tool under a new name.

You can then download the configuration and link 
it to the smartcard enrollment tool instead of using 
the tool. Open the context menu for the download-
ed configuration file and select Open with. Select the 
smartcard enrollment tool and check the box Always 

use this app to open .ecosxenroll files.

Fig. 14:  Select a smartcard initialization option for your SBS

Fig. 15:  Download the smartcard enrollment tool

Fig. 16:  “Open With” dialog for the configuration file
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3 ∙ Check smartcard info

To make sure that the smartcard has been rolled out correctly, connect the SBS to a computer that has 
Internet access, boot it, then open the SBS object on the SMA.

folder Info

Select Info:Select Info: Select Smartcard info.

The field DevicesDevices displays the SBS smartcard informa-
tion.

Make sure the field Init SWInit SW contains the suffix PF2. If 
this suffix is missing, the smartcard was not rolled 
out with the SPE version of the ATOS middleware. 
Repeat the smartcard enrollment process with the 
correct middleware; otherwise, errors may occur when using or changing the smartcard PIN.

The SMA displays information about the Init SW starting with SBS version V7.0.28/V7.1.28.

warning Note

Please note that the computer on which you are enrolling the smartcard should not have any ATOS 
middleware software installed. Uninstall it or use a different computer.

4 ∙ Check firmware version

Open the System StatusSystem Status on the SBS desktop by pressing Ctrl+Alt+S. The field HW VersionHW Version must contain at least 
the suffix 01.0e.

Fig. 17:  SBS smartcard information

Fig. 18:  The device status shows information about the firmware 

installed
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