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eCoOS —

The smartcard enrollment tool of the ECOS System Management Appliance (SMA) allows administrators
to write certificates to smartcards.

The ECOS SecureBootStick® FX/SX (SBS) requires a smartcard, which must contain the certificates for
sign-in and access to a VPN connection.

This tutorial guides administrators of ECOS appliances through the smartcard enrollment process. Please
read the section @ Preparations carefully before you start and keep these instructions for future refer-
ence.
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eCcOS

Preparations

To roll out smartcards for the ECOS SecureBootStick® (SBS), you need a working smartcard reader. Connect
the reader and insert the smartcard you want to enroll.

You need to upload middleware files to the SMA, and create/configure the objects Service: Smartcard
Enrollment, ECOS Secure Boot System, and Certificate.

A Note

Please note that the computer on which you are enrolling the smartcard should not have any ATOS
middleware software installed.

Upload the smartcard middleware

Middleware is required to deploy certificates to smartcards. SBS smartcards require the SPE version of the
ATOS Middleware. You can obtain the necessary files from the ECOS Support.

Open the Container: Software Updates.

°Snll~nmU|nhh vEO=K=m?x%X
. Admin General | Admin

ID 0a1234bedef56789g0123hijkAS6I789 Object type Container: Saftware Updates

Im-/export: Click Upload.

In the file selection dialog, select the ATOS Middle-
ware file and confirm with Open.

A subcontainer named “ATOS Middleware” is auto-
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Modified by system
Object status
Document tag
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Admin info
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Download Upload Export
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with dependencies Download
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Fig. 01: Container: Software Updates - admin tab
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Fig. 02: ATOS middleware
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Preparations

Configure the smartcard enrollment service

Add Service: Smartcard Enrollment to the service container of the ECOS Appliance object and configure

it as follows:

@B General
Name: Assign a meaningful name.
Start: Select the checkbox.

Local address for external access: Select an interface to
handle external requests. The default address is the
SMA's IP address.

Port: Select the port associated with the address
above. The default port is the SMA's management
port (port 909).

@ Service: Smartcard Enroliment

General | Log | admin

Name |Service: Smartcard Enroliment

B9 =Kn?X

sart @ ©

illnium-falcon (1000. | +]

Save PINs on appliance [

Support for specifc [~ v]
hardware

Smartcard DLLs
[active |Fite name |
| AT0S Middleware (Group) v

\: Apply H Actions | ¥ \

Fig. 03: Service: Smartcard Enrollment

Smartcard DLLs: In the File name column, select either the previously created ATOS Middleware (Group) container or
the individual middleware files, and select the respective checkbox in the Active column.

Make sure that all middleware files are listed if you have not selected the whole container.

Click Apply to save your settings.

Configure the SBS for use with a smartcard

Create an object of type ECOS Secure Boot System and configure it as follows:

@8 General

Name: Assign a meaningful name.

System type: Select Slave.

Master address: Select ECOS System Connector.

Use smartcard for management: Select the checkbox.

Local admin user: Select the user object to which you
want to grant administrative access to the SBS.

Localuser: Select the user who will be working with the
SBS.

© Secure Boot Stick (Smartcard) Bo=Fx?X

——
General ‘ Nelwork‘ Dependencies ‘ Software licenses ‘ Actions ‘ Info ‘ Metadata | Login ‘ Admin ‘

Name [Secure Boot Stick (Smartcard) |

Description | ]

System type () Master @ Slave () Configuration only

Master address [System Connector [-]

Enable Easy Enrollment

Local admin user |Local admin user

Protect SBS with password ©) No enforced password () Password must be set by user during Easy Enrallme:

Database type CDB

Smartcard initialization @ No () Format () New BIN

| |[ Actions [ » |

Smartcard enrollment Tool  Config.

Fig. 04: ECOS Secure Boot System

Smartcard initialization: Select an initialization option. The various options are explained in section € Options

for smartcard initialization.
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Preparations

Configure the smartcard certificate

Create an object of type Certificate beneath the SBS object and configure it as follows:

@8 General

Certificate creation: Select Create Automatically.

Save certificate on smartcard/hsm: Select Smartcard.

@8 Usage

Usage: Select SBS, authenticate.

Click Apply to create the certificate.

@B General

Display status: The status field must now display Ready to
create certificate (key on token only) .
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© YB O =K u?X

S —
General ‘ Afternate names ‘ Extended ‘ Usage ‘ Metadata ‘ Smartcard | History |Cenmcate‘ Validity ‘ Admin ‘

Name [ ]

Description | |

PR— il st

Sign certificate with () Self-signed ® CA cA
Validity days Never expires [

saidion ] smidu [ ]

Subject | ]

Issuer

Key algerithm @) RsA O EC Encrypt private key | Encrypted and unencrypted v
Key size | 3072 bits ~|  Signature hash algorithm | SHA256 v

Fingerprint
Valid from Valid until
Certificate Certificate as PKCS2#7
Private key Certficate as PKCS#12

Certificate as PEM Certificate chain as PEM

Certificate request

Key No private key available Save certificate O () Internal only ® Smartcard O HSM

Fig. 05: Certificate settings

© YB O =% u?X

—
General ‘ Alternate names‘ Extended | Usage ‘ Metadata ‘ Smarteard ‘ Hlstoryl Certificate. ‘ Validity ‘ Admin

Usage | SBS, authenticate ] Mark key usage as critical [

-Creahe -m n

Fig. 06: Certificate key usage

Ready to create certificate (key on

Display status tokenoniy)

CA |Standard—(:f\ |L|

Never expires

Set valid until | ‘

Fig. 07: Certificate status after creation
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Smartcard initialization: No

Options for smartcard initialization

Use this option to initialize a fresh smartcard for the first time (zero PIN status) or to renew existing certif-

icates on the smartcard.

Depending on the selected key size, the initialization may take several minutes.

During the first initialization, the smartcard's PIN and PUK are set. The PIN can be changed subsequently,
whereas the PUK cannot. Keep the PUK in a safe place.

7 ECOS Enraliment Tool

o % =
3 p
rAaAs = u PR
S ECOS Enrollment Tool ecos S ecos
Smartcard Erstinitialisierung X
Sie miissen nun lhre neue PIN fir die Smartcard mit der der Zugang abgesichert it festlegen.
Zertifiate Server Zertfikate Neue PIN ]
IR AU (server ): erreichbar, Identitst Uberprlft, verbunden T i I K, verbunden
Meldungen [ Log einkiappen
14:11:32 Server ( ) emeichbar, Identicst Gberpruft % (Wiedeholing ] isieren. . ~
14111132 Server ): erteichbar, Identitat Uberprift
14:11:32 Zu Server "Server" aberpruft, verbunden
14:11:32 Verbindung me Server "Senver” ( ) begannen ) 1, ) hinzu
1411132 Am Server "Server ) authentiiren... 11, ) hinzu
14:11:32 Server "Server” Authentisierung ok
14:11:33 Server ( ): erreichbar, Identitst berprift, verbunden T TT6 AUTOSTaT EreeUger Zemiwar kest 1,
14:11:33 Flige Erzeuge: Zertfikat Management (pkcsi1, ) hinzu 14:11:46 Autostart Kopiere: Zertfiikat SX-VPN-Zertifikat (pkcsi1, )
14:11:33 Flge Kopiere: Zertifkat SX-VPN-Zertifkat (pkcsi1, ) hinzu 14:11:50 Smartcerd enroliment: 2 Aktionen gesamt, bleben 2
14:11:33 Dateiliste bezogen v 14:11:50 Smartcard enroliment: Start v
< 5 Beenden < 5 Beenden
Version: 6.0.16.3 - (<) Copyright 2008-2022 ECOS Technolegy GmbH - Version: 6.0.16.3 - (c) Copyright 2008-2022 ECOS Technology GmbH E

Fig. 08: Firstinitialization of the smartcard

Smartcard initialization: Format

Fig. 09: PIN and PUK prompt

Use this option if you want to erase and overwrite the smartcard contents, for example, because an em-
ployee is leaving the company and the smartcard needs to be issued to a new employee.

Depending on the selected key size, the initialization may take several minutes.

During formatting, a new smartcard PIN is set, and the system prompts for the PUK that was set during

the first initialization.

“ ECOS Enroliment Tool - X
< <
< = PV V. 1 P J 1
= ecos S ecos
ECOS Enroliment Tool Smartcard Initialisierung: Neue PIN, alte PUK x
Sie massen nun [hre neue PIN fur die Smartcard mit der der Zugang abgesichert ist festlegen.
Zertifiate CEvED Zertfiate Neue PIN I:l
Erzeuge: Zertifikat Management (pkcsii, ) = == =
Kopere: Zertfkat SX.VPN Zerthiat (skes1l| | S=Ve! ¢ ): erreichbar, dentitat Uberprift, verbunden ‘ et bbb I:l It verbunden
PUK (Masterkennwort) I:l
Meldungen []Leg einklappen
14:12:37 SCEP: Bestatigung Confirminit bei PKI erfolgreich ~ isieren. . A
14:12:37 Smartcard enrolment: Token typ pkcs11 generic mit Seriennummer 02086F3 Abbrechen
14:12:37 Smartcard enroliment: Erzeuge Zertifikat f1b3f417b1f38b05800210740002ce iberpriift, verbunden
14:12:37 Smartcard enroliment: Aktuel nstallerte Zertfkate: . ) hinzu
14:12:37 Smartcard enroliment: Insgesarmt 0 Zertifiate 14:17:08 Filge Kopiere: Zertffikat SX-VPN-Zertifikat (pkcs11, ) hinzu
14:12:37 Token Seriennummer nicht aberpriift, da nicht angegeben 14:17:08 Dateilste bezogen
14:12:37 Smartcard enroliment: Hole CA 14:17:10 Autostart Erzeuge: Zertfkat Management (pkcs1, )
14:12:38 CA /0=ECOS Management/OU=CA/CN=Root-CA-GO1 wird nstaliert 14:17:10 Autostart Kopiere: Zertifikat SX-VPH-Zertifiat (pkesil, )
14:12:38 Smartcard enroliment: Erzeuge CSR mit 4006 bit Schiassel v 14:17:14 smartcard enrolment: 2 Aktionen gesamt, bleiben 2
< > 14:17:14 smartcard enrolment: Start o
( > Beenden T 5 Beenden
Version: 6.0.16.3 - (<) Copyright 2008-2022 ECOS Technology GmbH = Version: 6.0.15.3 - () Copyright 2008-2022 ECOS Technology GmbH E

Fig.10: Key generation
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Smartcard initialization: New PIN

Options for smartcard initialization

Use this option to change the smartcard PIN. All other data remains unchanged.

To change the PIN using the smartcard enrollment tool, you will need the current smartcard PIN. If you
no longer know the current PIN, you must reset it directly via the SBS pinpad. This operation requires the

smartcard PUK.

For more information on resetting a PIN, please refer to the SBS User Manual.

Smartcard PIN Anderung: Alte PIN, 2x neue PIN X

Hier kénnen Sie Ihre PIN fr die Smartcard mit der der Zugang abgesichert st andem.

"

Abbrechen

ecos

3 ECOS Enroliment Tool ecos

[dentitat iberprift, verbunden

14:20:41 Dateliste bezogen

14:20:41 Server ( ): erreichbar, Identitat berprift, verbunden
14:20:41 Filge Verlingere: Zertifkat Management (pkcsi1, ) hinzu
0:41 Fiige Fir das Zertifikat "SX-VPN-Zertifiat” ist keine Aktion natig. hinzu

1 Autostart Veriangere: Zertifikat Management (pkesi1, )

14:20:44 Autostart Fir das Zertifket "SX-VPN-Zertifikat" ist keine Aktion notig.
14:20:48 Smartcard enrolment: 2 Aktionen gesamt, bleiben 2

1 Smartcard enrolment: Start

Zertifikate

Erzeuge: Zertifkat Management (DK
Kopiere: Zertifikat SX-VPN-Zertifixat,

Ende x ruft, verbunden
0 Alle Operationen wurden efolgreich beendet

8K ] lou=ca,0=ECOS Management (&7 A
hate

14:16:15 CA /DC=DE/DC=ECOS/DC=TEST/ST=RLP/L=0PP/O=TEST/OU=CA/CN=TES
14210117 CA /DC=DE/DC=ECOS/DC=TEST/ST=RLP/L=0PP/O=TES T/ OU=CA/CN=TES
Smartcard enrolment: Zertifikat /DC=DE/DC~ECOS/DC=TEST/ST=RLP/L=0P
SCEP: Bestatigung ConfimCopy bei PKI erfolgreich

1 SCEP: Bestatigung SubmitPkesL 1 bei PKI erfolgraich

14:19:23 Smartcard enrolment: Alle 2 Aktionen beendet

14:20:48 Fir das Zertifikat "SX-VPN-Zertifikat” ist keine Aktion notig. 14:10:23 Smartcard enrolment: Alle Operationen wurden erfolgreich beendet v
14:20:48 Smartcard enrolment: 2 Aktionen gesamt, bleben 1 < >
5 R Beenden o = Beenden
Version: &.0. 16.3 - {c) Copyright 2008-2022 ECOS Technology GmibH = Version: 6.0.16.3 - (c) Copyright 2006-2022 ECOS Technlogy GmbH =

Fig.12: Setanew PIN
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Rolling out the smartcard

Configure the smartcard initialization

Open the SBS object whose smartcard you wish to roll out.

@B General

Smartcard initialization: Select an initialization option and
click Apply.

A Note

Protect SBS with password No enforced password || Password m
Database type CDB

Smartcard initialization @ No O Format () New PIN

Fig.14: Select a smartcard initialization option for your SBS

Run the smartcard enrollment tool on the device to which the smartcard reader is connected to avoid

conflicts during rollout.

Download the smartcard enrollment tool

Remain in the SBS object’s configuration form.

@B General

Smartcard enrollment: Click on Tool.

Create a new folder in your computer's file system—
for example, in the Programs folder—and save the
smartcard enrollment tool under a new name.

You can then download the configuration and link
it to the smartcard enrollment tool instead of using
the tool. Open the context menu for the download-
ed configuration file and select Open with. Select the
smartcard enrollment tool and check the box Always
use this app to open .ecosxenroll files.

ECOS Appliances

List be set by user during Easy Enrollment

Smartcard enrollment Tool  Config

Actions | 13 |

Fig.15: Download the smartcard enrollment tool

How do you want to open this file?

n Smartcard Enrollment Tool

More apps
/| Always use this app to open .ecosxenroll files

OK

Fig.16: “Open With” dialog for the configuration file



ecos Rolling out the smartcard

Check smartcard info

To make sure that the smartcard has been rolled out correctly, connect the SBS to a computer that has
Internet access, boot it, then open the SBS object on the SMA.

@8 Info
Gonerl] ek epentencessovwreesrae] Ao 1o | e g Adrin]|
Select Info: Select Smartcard info. o e

Devices.

The field Devices displays the SBS smartcard informa-  |[Peessee

Token

t' Desc: ECOS Secure Boot Stick SXr2 (SX-A@0-1234-5678) 00 @0
on. Goals e stos.nec/cardos

: . 3t0s.
ATR 38 D2 18 00 81 31 FE 58 C9 03 16
Init SW: Card0S API V5.4 (@09) PF2

i 1ibcardos1l.so

Make sure the field Init SW contains the suffix PF2. If || swa™s
this suffix is missing, the smartcard was not rolled Fig.17: SBS smartcard information

out with the SPE version of the ATOS middleware.

Repeat the smartcard enrollment process with the

correct middleware; otherwise, errors may occur when using or changing the smartcard PIN.

The SMA displays information about the Init SW starting with SBS version V7.0.28/V71.28.

A Note

Please note that the computer on which you are enrolling the smartcard should not have any ATOS
middleware software installed. Uninstall it or use a different computer.

Check firmware version

Open the System Status on the SBS desktop by pressing Crri+Awr+S. The field HW Version must contain at least
the suffix 01.0e.

- Status A - DO %
Device type : ECOS Secure Boot Stick
Name : SBS SX, ECOS Systems, ECOS Management
Serialnumber : SX-A00-1234-5678
UpToDate Lizens until : Dec 31 23:59:59 2030 GMT
Kernel : A.B.C.-BB5000-sbs64-R17
Version : b 6 o
Revision : 2026-01-01T08:00:00+00:00#abcde0f123
SBS Type : 2: [sX] (r2)
SX Rev : 2
HW Version : 01.63/01.0e
Smartcard : yes
Uptime : 186 days 00:00
Load : 0.08, 0.02, 0.00
wlan0 (wlan0) : IP-Address: 10.0.0.123/255.255.255.0
Gateway : 10.0.0.1
DNS-Server : 10.0.0.1
CPU #2 : 3407.998 MHz

Fig.18: The device status shows information about the firmware

installed
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