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This tutorial guides administrators of ECOS appliances through the configuration of a captive portal/hotspot
browser profile on the ECOS System Management Appliance (SMA) for the ECOS SecureBootStick® (SBS).

This guide shows you step-by-step how to set up and configure an access destination and make it avail-
able to your SBS end users.
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Configure a captive portal profile/hotspot browser

To allow end users to access public hotspots with their Secure Boot Stick (SBS), you need to configure a
browser access destination in kiosk mode on the System Management Appliance (SMA).

Network definition

In the Container: Networks, create an object of type Def.: Network.

@ General
Name: Assign a meaningful name.

IPv4 network address: Enter 0.0.0.0/0 as the host address.

Configure the access destination

Gy — B =m7 %
General | Admin
Name [Network for hotspot browser |
Description |
P4 network address [0.00.0/0 Pusneworkaddress | |
( || Actions | » |

Fig. 07: Define a new network

In the Container: Destinations, create an object of type Destination: Web (Browser).

@8 General
Name: Assign a meaningful name.

Start URL: Enter the URL of a website that is accessible
on the Internet.

Layout: Select Kiosk.

@8 Access restrictions
Allow all HTTP and HTTPS accesses: Select the checkbox.
Trust all default CAs: Select the checkbox.
Access restrictions:
Active: Select enable
URL/Domain: Select the network defined in step ©.

Port: Enter the port through which the captive
portal should be accessible.
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General ‘ Access restncucnsl Modify browser‘ Proxy ‘ MOS Container ‘ Userinfo ‘ Admin‘
Name [Hotspot browser ]
Description |
Interal description | |
Start URL [nttps://uw.ecos.de/ |

(oo | Cactons ]

Fig. 02: Set up a new access destination

General | ACCeSS Festrictions | Moty browser | Proxy| MOS Container | Userinfo | Admin|

Popup blocker [
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Enable smartcard support (] Allow all ICA accesses [

Allow RDP applications (] Cache RDP authentication

Enable F5 Application (]

Hardware acceleration [ Trust all default CA
Accept third-party cookies [ b ok}
oo e O e i
[re— trictions cooco0o00®
[Protocol  [URL/ Domain [part |
) inactive ® enable O disable | | Network for hotspot browser (Net: 0.0.0.0/0) [~]
Cookie preferences [-X-X-X-X:-X-]
[Active [ure
| @inactive O enable Odisable | |
( || Actions | » |

Fig. 03: Define access restrictions
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Configure a captive portal profile/hotspot browser

Enable the access destination in a user profile

In the Container: Users, open the user object you want to make the Hotspot Browser available to.

@B Destinations
Destinations: Insert a new line if necessary.

Active: Select the checkbox.

Destination: Select the access destination configured

in step .

SBS/S0S: Select the checkbox.

ECOS SystemManagementAppliance

© Ro Laren VDO =K %2 %

‘ General ‘ Usage ‘ Mailbox ‘ Spam ﬁ\lsr‘ Mail filter ‘ Dial in ‘ Mobile Office ‘ Virtual Web ‘ RADIUS auth ‘ One time password ‘
T

ificates Destinations‘ Personal data‘ Log ‘ Lngm‘Smanczrd‘ Hlstoly‘(:smﬁcate‘\‘ahdlty‘ Metadata ‘Admm‘
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‘ SBS/SOS ‘MOS ‘VWC ‘
[+ | o | o |
Show destinations in profile (]
selection
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Fig. 04: Assign an access destination in the user object
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