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Introduction

Introduction

You are looking at a fully functional version of the ECOS SecureBootStick®, which provides you with 
a high-security access to a terminal server/virtual desktop infrastructure or web applications from 
any private computer.

The Secure Boot Stick (SBS) guarantees the separation of your private operating system from your 
business working environment. This means that your personal data cannot be accessed and your 
operating system cannot be modified.

Other USB devices such as storage devices, printers, and more can be used with the Secure Boot Stick 
if configured by your IT administration or user support.

How to use the manual
This manual is aimed at end users of the Secure Boot Stick and contains information on commission-
ing and using the Secure Boot Stick. Please read this manual carefully before commissioning and 
keep it for future reference.

Abbreviations
The following abbreviations are used in this manual:

SBS Secure Boot Stick

SMA System Management Appliance

Symbols and references
The following symbols are used in this manual:

References
References show further information in other chapters.

Info

Note

The 'Info' tag refers to additional information about a given function.

Notes indicate important operational aspects and provide explanations on the probable causes of malfunctions.
Read these notes carefully.
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Minimum SBS requirements for host computers

The Secure Boot Stick is designed for use with all common desktop and laptop computers as a so-
called host computer in order to ensure the widest possible support for devices used in the business 
and private environment.

When configuring the host computer's hardware, keep in mind that, depending on the market sit-
uation, manufacturers may replace chipsets in current device series or rework the way they are in-
stalled. This may result in incompatibilities which need to be checked and, if necessary, fixed by an 
update.

Please note that SX and ZX versions released for VS-NfD, EU and NATO RESTRICTED do not support 
Master Boot Record (MBR) and can only be booted using UEFI Secure Boot. Therefore, the host com-
puter must have support for UEFI Secure Boot.

Minimum requirements for hardware configuration:
•	 x86 64-bit CPU

Intel Core i3
AMD Ryzen 3

•	 4 GB RAM
•	 USB 3.0 connection for SBS

The following Apple hardware is supported:
•	 The basic requirement for all devices is an Intel x86 processor
•	 MacBook Pro until 2020
•	 MacBook Air until 2018
•	 Mac mini
•	 iMac

Unsupported hardware:
•	 Bluetooth input devices
•	 Microsoft Surface Pen
•	 Integrated webcam on Microsoft Surface (depending on certain hardware revisions)
•	 Integrated microphone on Apple MacBook (depending on certain hardware revisions)

Note on Apple hardware with M1 chip:
With the M1 chip, Apple has introduced a new generation of chips that combine not only many com-
ponents of a standard PC, but are also based on a different processor architecture: Arm.

The Secure Boot Stick does not currently support the Arm architecture. This affects the entire Apple 
lineup from the end of 2020 (MacBook Pro, MacBook Air, Mac mini).
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Safety note

For security reasons, please observe the following guidelines after activating the Secure Boot Stick:

•	 Protect the SBS from unauthorized access by third parties at all times.
•	 Always keep SBS and password/PIN separate.
•	 Report the loss of the SBS or password/PIN immediately to your IT administration or user sup-

port.
•	 Report any irregularities or anomalies during operation of the SBS to your IT administration or 

user support immediately.

Changed version numbering

With version V7.58, the version numbering scheme was changed to semantic versioning. The previ-
ous meaning of the second digit of the version number is thus returned to the actual purpose of the 
minor version number. Versions approved for VS-NfD, EU and NATO RESTRICTED are marked with the 
build identifier '+vsnfd'. 

The exact version number can be found in the title bar of the destination selection window or in the 
system status overview: 7.4.3.7 System status. 

For pilot customers, an RC number (Release Candidate) may still be displayed.

Software version Old versioning New versioning

Standard V7.0.57 V7.60.9

VS-NfD V7.1.57 V7.60.9+vsnfd



Part 1: First steps

ECOS SecureBootStick® | Version 7



10ECOS SecureBootStick® | Version 7

1 Product overview

1	 Product overview

1.1	 Scope

Please check all product and activation components for completeness, intactness and integrity 
upon receipt.

ECOS SecureBootStick® CL

Product Activation credentials

Aktivierungscode

EQWX-7Y&5-WBXD-L*H7-R&1F

+

Aktivierungskennwort

YxP3fV&r*qA5gki6L

or

QR-Code

SBS CL, 12 x 22 x 4 mm

To scan a QR code, you need a webcam or a QR scanner capable of emulating a keyboard. 

If your SBS CL has already been activated by your IT administration, you will only receive a start pass-
word for the SBS. Change this start password as described in section 7.4.3.6 Change start password.
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 ECOS SecureBootStick® HE

Product Activation credentials

Aktivierungscode

EQWX-7Y&5-WBXD-L*H7-R&1F

+

Aktivierungskennwort

1234

Initialkennwort

YxP3fV&r*qA5gki6L

or

QR-Code

SBS HE, 12 x 41 x 4 mm

To scan a QR code, you need a webcam or a QR scanner capable of emulating a keyboard. 

If your SBS HE has already been activated by your IT administration, you will only receive a start pass-
word for the SBS. Change the start password as described in section 7.4.3.6 Change start password.

Variant 2: SBS HE



ECOS SecureBootStick® FX/SX

Product Accessories Activation credentials

1 2

43

65

87

09



USB-A

USB-C

Smartcard-PIN

123456789

USB adapter cable (2x)

SBS FX/SX, 28 x 85 x 13 mm Smartcard

Variant 3: SBS SX/FX
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ECOS SecureBootStick® GX/ZX

Product Accessories Activation credentials

1 2

43

65

87

09



USB-A

USB-C

USB adapter cable (2x) PKI card in ID-1 format

SBS GX/ZX, 28 x 85 x 13 mm
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1.2	 Description 

There are various Secure Boot Stick versions, which differ in size and handling. 

1.2.1	 ECOS SecureBootStick® CL

The Secure Boot Stick CL is the smallest of the SBS product family. It is directly connected to the 
computer's USB port. The serial number of the SBS is located on the right side of the unit. Keep it to 
hand when communicating with the ECOS Helpdesk.

1.2.2	 ECOS SecureBootStick® HE

The Secure Boot Stick HE is directly connected to the computer's USB port. The serial number of the 
SBS is located on the back of the unit. Keep it to hand when communicating with the ECOS Helpdesk. 

1.2.3	 ECOS SecureBootStick® FX/SX

Alongside the GX/ZX, the Secure Boot Stick FX/SX is one of the 
largest members of the SBS product family. The SBS SX differs 
from the SBS FX in that it is BSI-approved for VS-NfD, EU, and 
NATO RESTRICTED 

A smartcard is required for the use of the SBS.

The serial number of the SBS is located on the back of the unit. 
Keep it to hand when communicating with the ECOS Helpdesk.

❶ Connector for USB adapter cable
❷ ECOS key
❸ PIN pad
❹ OK
❺ Cancel
❻ Smartcard compartment 

Abb. 1.01:  SBS FX/SX components
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1.2.4	 ECOS SecureBootStick® GX/ZX

Alongside the FX/SX, the Secure Boot Stick GX/ZX is one of the largest members of the SBS product 
family. The SBS ZX differs from the SBS GX in that it is BSI-approved for VS-NfD, EU, and NATO RE-
STRICTED. 

An ID card, PKI card or ID card in ID-1 format is required for the use of the SBS.

The serial number of the SBS is located on the back of the unit. Keep it to hand when communicating 
with the ECOS Helpdesk.

❶ Connector for USB adapter cable
❷ ECOS key
❸ PIN pad
❹ OK
❺ Cancel
❻ Smartcard compartment

1.2.5	 ECOS key

The ECOS key calls up the different Secure Boot Stick functions. The status of a selected function or 
operation is indicated by the different colors of the ECOS key. The ECOS key be lit continuously or 
flashing.

Some functions are only available to administrators. They are not explained in this manual.

The following functions are available to end users:

•	 1: 9.5.1 Unlock data safe
•	 2: 9.5.2 Enable/disable write access for the data safe
•	 3: 6.6.2.1 Change smartcard PIN
•	 4: 6.6.2.2 Reset smartcard PIN

Abb. 1.02:  SBS GX/ZX components
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SBS inactive, but power-supplied

Solid: SBS is active, data safe is disabled.
Flashing: SBS is waiting for smartcard PIN entry 

• SBS is active, data safe is enabled with write access
• Smartcard detected
• Correct entry

SBS is active, data safe is enabled with read access.

Wrong entry

ECOS key has been pressed, SBS awaits numerical input

SBS awaits PUK entry

SBS is inactive, data safe is enabled with read access

SBS is inactive, data safe is enabled with write access.
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2	 Preparations

2.1	 Secure Boot Stick

Have your Secure Boot Stick, computer and, if necessary, the activation data at hands.

Secure Boot Stick CL and HE require no preparation and can be connected directly to your comput-
er's USB port.

For the Secure Boot Stick FX/SX, carefully take the smartcard out of the credit card-sized SIM frame. 
Gently open the smartcard tray and insert the smartcard as shown in figure 2.01. Close the card tray. 
Connect the SBS to your computer's USB port using the appropriate cable. The ECOS key briefly lights 
up green when the smartcard is detected and then lights up white. 

On the Secure Boot Stick GX/ZX, the ID card slot is located on the right side of the SBS. Carefully in-
sert your ID card with the chip facing upwards. Connect the SBS to your computer. The ECOS key 
briefly lights up green when the smartcard is detected and then lights up white. 

2.2	 Setting up the boot order

In order for the Secure Boot Stick to start on your computer, you may need to adjust the boot order 
of your computer's BIOS. It determines the order in which the boot drives are initialized and thus the 
order in which the operating systems are started.

Connect the SBS to your computer's USB port and start it. If the SBS starts automatically, no further 
action is required on your part. If your private Windows operating system starts, you will need to ad-
just the boot sequence.

There are two ways to boot the Secure Boot Stick:

•	 one-time USB boot via the computer's boot menu
•	 permanent change of boot order in the BIOS settings

Fig. 2.01:  SBS FX/SX card slot Fig. 2.02:  SBS GX/ZX card slot Fig. 2.03:  Connecting the SBS
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Since your computer will automatically boot from its internal hard drive if the SBS is not connected, 
we recommend that you change the boot order permanently.

2.2.1	 One-time USB boot

Cancel the startup process of your computer by pressing the boot menu hotkey. The hotkeys calling 
up the boot menu differ depending on the vendor and model of your device. A list of hotkeys of the 
most common vendors can be found in section 8.2 Boot menu/BIOS hotkeys.

If your device is not listed, look up the vendor and 
model number of your computer in combination 
with boot menu hotkey on the Internet. 

If you are having trouble accessing the boot or 
BIOS menu, your computer may have Fast Startup 
enabled. Please refer to section 9.1 Disable Win-
dows Fast Startup on how to disable the fast start-
up function.

1.	 Switch off your computer.

2.	 Connect the SBS to your computer's USB 
port.

3.	 Start your computer.

4.	 Immediately after powering up, press the boot menu hotkey repeatedly.
The time window in which to press the hotkey is relatively short. If you have missed the time 
window and your computer starts Windows, repeat the process from point 1.

5.	 If you have successfully aborted the boot process, the boot menu opens. Use the ↑ and ↓ keys 
to select the USB device and confirm with ENTER.
The SBS is usually displayed as Removable Device, USB HDD, JetFlash Transcend or with ECOS in the 
name. If the SBS is not displayed in the boot menu, try another USB port.

6.	 Your computer boots the selected USB device.

If you use a BSI-approved SBS variant, your computer must support UEFI Boot. The so-called legacy boot via BIOS is pro-
hibiteds for security reasons.
EFI and UEFI are further developments of the classic BIOS, which take over and extend the functions of the BIOS. In com-
mon language the term BIOS is still used. This manual is based on this linguistic understanding and uses the term BIOS 
as a synonym for EFI or UEFI.

What is BIOS?

The acronym BIOS stands for Basic Input Output 
System.

BIOS is a firmware located in a battery-buffered memory chip on the 
mainboard (also called motherboard) of your computer or notebook.

In this context, the BIOS is often described as 'non-volatile', which 
means that the memory chip containing the BIOS is powered by the 
mainboard battery. It is not deleted when the computer is switched 
off. This means that all BIOS settings will be available the next time 
the system is started.

The BIOS offers a configuration menu, also known as BIOS setup or 
boot menu, which can be accessed with a hotkey for a short time after 
the computer is powered on.
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2.2.2	 Permanent USB boot

To ensure that the Secure Boot Stick boots reliably 
when you start your computer, we recommend 
that you permanently change the boot order in 
your computer's BIOS settings.

To access your computer's BIOS, interrupt the boot 
process by pressing the BIOS hotkey. The keys for 
accessing the BIOS vary depending on the vendor 
and model of your computer. A list of hotkeys for 
the most common vendors can be found at 8.2 
Boot menu/BIOS hotkeys.

If your device is not listed, look up the vendor and 
model number of your computer in combination 
with BIOS hotkey on the Internet. 

 
The design of the BIOS menu varies depending on the vendor. In legacy BIOS versions, there is usually 
no mouse support and you have to navigate using the arrow and ENTER keys. The mouse is supported 
by many modern UEFI versions. This manual describes the basic procedure.

1.	 Switch off your computer.

2.	 Connect the SBS to your computer's USB port.

3.	 Start your computer.

4.	 Immediately after powering up, press the BIOS hotkey repeatedly.
The time window for pressing the BIOS setup button is relatively short. If you have missed the 
time window and your computer starts Windows, repeat the process from step 1.

Fig. 2.04:  ASUS UEFI Fig. 2.05:  Gigabyte UEFI

What is UEFI?

The acronym UEFI stands for Unified Extensible Firm-
ware Interface. It is sometimes just called EFI.

UEFI is a successor to BIOS and has been replacing BIOS as a stan-
dard since 2010 with the launch of Windows 8. UEFI offers a modern 
graphical user interface, additional security features and supports 
faster boot times and larger hard disks.

 What is the purpose of the BIOS?

The BIOS prepares your computer to start an operat-
ing system.

The BIOS is the first software that is executed at startup. It first checks 
the functionality of the central hardware components in a so-called 
Power On Self Test (POST), initializes these components, loads the 
required drivers, provides the runtime services for the operating sys-
tems and finally transfers control of the computer to the operating 
system.
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5.	 If you have successfully interrupted the boot process, the BIOS menu appears. Navigate to the 
boot menu tab and confirm with ENTER.
The boot menu is usually found under terms such as Boot, Boot Option, Boot Priority or similar.

6.	 Change the boot order. 
If the boot order appears in the form of a list, use the ↑ and ↓ keys to navigate to SBS and move 
it to the first position in the list.

The keys you can use to make changes are usually shown at the bottom of the BIOS interface.
If the SBS is not displayed in the BIOS, try another USB port.

7.	 Save your changes and exit the BIOS.
You can often save your changes with Save and exit the BIOS with Exit. Some BIOS menus sup-
port a Save & Exit function that allows you to save changes and exit the BIOS menu at the same 
time.

8.	 Your computer restarts and boots the SBS.

If you have successfully changed the boot order, your computer will boot directly from the SBS.

2.2.3	 Further BIOS and system settings

Depending on the model of your computer, you may need to adjust other BIOS and system settings.

2.2.3.1	 Enabling USB boot

The BIOS can be set to allow booting from USB media. If this option is disabled, booting will be denied 
even though the SBS is detected as a boot device.

Fig. 2.06:  Changing the boot order
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Enable USB boot in this case. Proceed as described in chapter 2.2.2 Permanent USB boot and navigate 
to the boot settings in the BIOS menu. 

Select USB boot and confirm with ENTER if necessary. Change the option to Activate or Enable and 
confirm again with ENTER.

Save your changes and exit the BIOS. Your computer restarts and boots the SBS.

2.2.3.2	 Disabling UEFI Secure Boot

Secure Boot is a BIOS security feature. Signatures and valid keys ensure that critical firmware (such as 
the Windows boot manager) is only booted if it has not been tampered with or modified by a third 
party. Secure Boot is activated by default.

Although the Secure Boot Stick has a valid signature, it is sometimes not immediately recognized by 
a computer. As a result, the SBS may not start.

Disable Secure Boot in this case. Proceed as described in chapter 2.2.2 Permanent USB boot and 
navigate to the boot settings in the BIOS menu. 

Select Secure Boot and confirm with ENTER if necessary. Change the option to Deactivate or Disable and 
confirm again with ENTER.

Save your changes and exit the BIOS. Your computer restarts and boots the Secure Boot Stick.

2.2.3.3	 Microsoft Pluton Security Chip

In 2020, Microsoft introduced a new security chip, the Microsoft Pluton, which has also been in-
creasingly used by other vendors since 2022. This chip is part of the CPU and replaces the previous 
TPM chip, which was a separate hardware component. Pluton eliminates the need for external and 
therefore vulnerable communication between the CPU and the TPM chip. Sensitive data is shielded 
on the CPU.

The USB boot option may be located in a different menu item. If you cannot find the option, look up the vendor and 
model number of your computer in combination with USB boot on the Internet.

If you use an Secure Boot Stick with BSI approval (SX or ZX), secure Boot must be activated.

The Secure Boot option may be located in a different menu item. If you cannot find the option, look up the vendor and 
model number of your computer in combination with Secure Boot on the Internet. 
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However, Pluton also prevents any operating system other than Windows from booting. To use the 
SBS on a computer with Pluton, you must allow third-party certificates in the BIOS. 

Start your computer as described in section 2.2.2 Permanent USB boot and boot into the BIOS. Navi-
gate to the security settings in the BIOS menu. 

Enable the Microsoft & 3rd party CA option in the Secure Boot section. Depending on the vendor, this 
option can also be found under Secure Boot certificate keyset. 

Save your changes and exit the BIOS. Your computer restarts and boots the Secure Boot Stick.

2.3	 Setting the start volume on a Mac

A Mac boots from the internal hard disk by default, but can also boot from any connected USB device 
with a Mac-compatible operating system. On your Mac, this is called the start volume.

2.3.1	 One-time USB boot

If you select the start volume via the Startup Manager, the Mac boots once from this device (e.g. vol-
ume or USB device). The next time you switch on your Mac, it will automatically start from the volume 
that was set as the default in the start volume settings. If the SBS is not displayed in the Startup 
Manager, a T2 security chip may be installed in your Mac. Please refer to section 9.2 Mac with T2 se-
curity chip to find out how to adjust the settings.

1.	 Turn off your Mac.

2.	 Connect the SBS to your Mac's USB port.

3.	 Start your Mac.

4.	 Press OPTIONS (OPTION) on your keyboard imme-
diately after powering up.

5.	 Press and hold OPTIONS (OPTION) until the Start-
up Manager opens.

6.	 If your Mac is protected by a firmware pass-
word, you will be prompted to enter the password.

7.	 Select the desired start volume. The SBS is usually displayed as EFI BOOT. 
If the SBS is not displayed in the Startup Manager, try another USB port. 

8.	 Confirm your selection with ENTER or by clicking on the arrow under the selected volume. 

9.	 Your Mac boots the SBS. 

Fig. 2.07:  Select the start volume
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Connect an external keyboard to your Mac to log in to the SBS and start activation if necessary. The 
keyboard drivers for Apple devices are only initialized after logging on to the SBS.
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3	 How to activate the SBS

Before using your Secure Boot Stick for the first time, you must activate it. Your IT administration or 
user support department has provided you with the required activation credentials to get started.

The activation process (called Easy Enrollment) usually starts automatically the first time you use the 
SBS and requires an active Internet connection.

The SBS sends the activation data to the System Management Appliance (SMA) for verification. If 
the data matches, the SMA returns the default configuration that has been defined by your IT ad-
ministration. This configuration includes access to destination systems, language settings, keyboard 
layouts and other resources to which you have access rights.

The activation process varies depending on your SBS variant.

3.1	 How to activate the Secure Boot Stick CL or HE

If you have received a Secure Boot Stick CL or HE from your IT administration or user support, you will 
need either an activation code and an activation password or a QR code for activation. 

1.	 Connect your SBS to your computer's USB 
port.

2.	 Start your computer.

3.	 In the SBS boot menu, select the option 
Start ECOS Secure Boot Stick or wait 5 seconds 
until the SBS starts automatically.  

4.	 If you use a SBS HE you will be asked for the 
start password. 

5.	 The SBS desktop appears and Easy Enrollment starts automatically. 

6.	 Make sure you have a working Internet connection.

7.	 Enter activation code (incl. hyphens) and activation password. If you have received a QR code, 
select this option. When your computer's webcam opens, scan the QR code. Alternatively, you 
can use a connected QR code scanner.

8.	 You may be asked to set a start password for future logins. 

Your SBS may have already been activated by your IT administration. In this case, you already have a start password or a 
smartcard PIN and do not need to activate the SBS. Change start password or smartcard PIN as soon as possible. For 

further information, please refer to 6.6 SBS login. 

Fig. 3.01:  SBS boot menu
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9.	 The activation process takes a few minutes. Restart the SBS after Easy Enrollment is complete. 
If you have set a start password during activation, you will now be prompted for it.

3.2	 How to activate the Secure Boot Stick FX/SX or GX/ZX

If you have received a Secure Boot Stick FX/SX or GX/ZX from your IT administration or user support, 
you need the smartcard PIN for activation. The PIN has been set by the administrator during smart-
card configuration.

1.	 Check that the smartcard is properly seated in your SBS.

2.	 Connect the SBS to your computer's USB 
port. 

3.	 Start your computer.

4.	 In the SBS boot menu, select the option 
Start ECOS Secure Boot Stick or wait 5 seconds 
until the SBS starts automatically.

5.	 When prompted, enter the smart-
card PIN on the PIN pad and press the 
CHECK key. The ECOS key flashes yellow. 

Fig. 3.02:  The activation process starts Fig. 3.03:  Enter your credentials

Fig. 3.04:  Change your start password Fig. 3.05:  Activation is complete

Fig. 3.06:  Smartcard PIN prompt



6.	 When you are prompted to pair the SBS with 
the smartcard, press J to confirm, then press 
ENTER. The ECOS key flashes green during 
pairing and then lights yellow.

7.	 The SBS desktop opens and Easy Enrollment 
starts automatically.

8.	 Make sure you have a working Internet con-
nection.

9.	 The activation process takes a few minutes. 
Restart the SBS after Easy Enrollment is complete.

Fig. 3.07:  SBS smartcard pairing
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4	 Internet connection

You can set up and edit an Internet connection in the SBS network manager,  which can be accessed 
from the system tray of the SBS desktop.

If your computer is connected to the Internet via 
LAN, you usually do not need to set up any con-
nection. If you want to use a wireless connection, 
you will need to set it up in the network manager. 

The network icon shows whether and how your 
computer is connected to the Internet. If you are 
connected via a built-in LTE modem, the system 
bar displays an additional icon.

Move the mouse over the network icon to display 
the currently active connection.

Icon overview:

No network connection. You are not connected to the Internet.

Ethernet network connection is active. You are connected to the Internet via LAN.

No wireless network connection. You are not connected to the Internet.

Wireless networks are available for connection. You are not connected to the Internet.

Wireless network connection is active. You are connected to the Internet via WLAN.

Mobile broadband connection. You are connected to the Internet via LTE.

To be able to use an Internet connection on the 
SBS, activate the checkbox Enable networks in the 
context menu of the network manager.

If you want to use the SBS with a wireless network 
connection, activate the checkbox Enable wireless 
network in the context menu. Click the network 
icon to display the available networks. Select your 
wireless network and enter your network key if 
necessary. You can display the password.

Fig. 4.01:  Context menu of the network manager

Fig. 4.02:  Available connections
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The option Edit connections of the context menu 
opens a window with previously used network 
connections. You can add new connections ((+), 
delete ((minus)) or edit ((COG) them.

For more information about editing options, please 
refer to section 7.3.1 Network manager.

Information on setting up a mobile phone con-
nection can be found at 9.4 Setting up a cellular 
network. 

If you cannot connect to your wireless network af-
ter restarting the Secure Boot Stick, disable the quick start function of your Windows operating sys-
tem. Windows quick start accelerates the system start of your computer by loading the last system 
status from a previously written system file. There is no real boot process. This can lead to hardware 
components and drivers not being loaded correctly. For information on how to disable Windows 
quick start, please refer to section 9.1 Disable Windows Fast Startup .

Fig. 4.03:  Editing network connections
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5	 Destination selection

The destination selection dialog shows an overview of all destination systems that your IT adminis-
tration has released for your user account. Alternatively, destinations can also be displayed as icons 
on the SBS desktop.

Select the desired destination so that it is highlighted in color. Press OK to confirm or double-click 
the selection to connect to the destination. Depending on the destination selection, you may need 
additional user credentials to get access to the relevant destination server.

If the destinations you have access to are displayed as icons on the SBS desktop, you can open a web 
browser destination in addition to another destination that is already open.

If you close your destination, the destination selection dialog reappears and you can select a new 
destination or shut down your computer via the Shutdown button. 

Possible destinations are:

•	 Web browsers
•	 Access to Remote Desktop (RDP) connections
•	 Access to Citrix connections
•	 Access to VMware connections
•	 Genua remote maintenance
•	 Access to SSH connections
•	 Access to VNC connections

5.1	 VPN

Your IT administration can configure the system to open a VPN connection when you select a desti-
nation. A Virtual Private Network (VPN) first creates a secure, uninterceptable tunnel across the Inter-
net.

The address of the selected server and the IP ad-
dress of the active VPN tunnel are displayed upon 
connection. Depending on the selected destination, 
the login screen of the destination server appears. 
Log in with your access credentials.

Please note that when you close the VPN connection 
window, the application using that VPN connection 
will also close automatically.

If a VPN connection cannot be opened, you will be 
shown an error message. In this case, please contact your IT administration, user support, or the ECOS 
Helpdesk. For further information about error messages, please refer to 8.1 Troubleshooting.

Fig. 5.01:  Destination selection dialog

Fig. 5.02:  VPN connection with tunnel address
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5.2	 Security zones in SBS version 8

Version 8 introduces security zones to prevent 
data leakage.

Setting up security zones allows your IT adminis-
tration to classify access to destinations based on 
their connection.

When multiple security zones have been con-
figured, SBS users cannot simultaneously open 
destinations that belong to different securi-
ty zones. An active security zone is highlight-
ed with a color and the name of the security 
zone at the top of the SBS desktop. Different  
security zones are highlighted with distinct colors.

If you open a destination that belongs to a different security zone than the one you are currently 
working in, the active destinations are terminated and the memory is cleared.

A message box notifies you that the active destination is being terminated. Press Yes to confirm and 
open the new destination. Press No to cancel.

Fig. 5.03:  Change of security zone
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6	 SBS boot menu

Depending on your computer model and its hard-
ware, you may need to adjust some settings in 
order for the SBS to boot properly. The SBS boot 
menu offers diverse options for this purpose.

The SBS desktop launches 5 seconds after the 
boot menu is displayed.

To interrupt this autostart and open the SBS boot 
menu, press the ↑ and ↓ keys. Select a menu item 
and press ENTER to confirm.

Please note: Since v7.x.30, the version number behind the menu items indicates which software 
version you can start.

6.1	 Start ECOS Secure Boot Stick (v7.x.x)

This option allows you to start the SBS with the latest installed software and without additional set-
tings. Depending on your SBS variant and the configuration made by your IT administration, you will 
be prompted to enter either a boot password or a smartcard PIN. For further information, please refer 
to section 6.6 SBS login.

6.2	 Start previous version (v7.x.x)

This option allows you to start the SBS with the previously installed software version without addi-
tional settings. It is useful if you have trouble starting the SBS after an update.

6.3	 Restore settings from last backup (v7.x.x)

Select this option to start the SBS with the latest installed software version and the last saved config-
uration. This option is useful if you have trouble using the SBS after changing configuration settings. 
A backup of the configuration is made available by your IT administration on the SMA.

6.4	 Previous version and settings from backup (v7.x.x)

Use this option to start the SBS with the previously installed software version and the last saved 
configuration. This option is useful if you have trouble using the SBS after an update. A backup of the 
configuration is made available by your IT administration.

Fig. 6.01:  SBS boot menu
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6.5	 Advanced options

The advanced options allow you to set additional boot options or run a hardware test.

6.5.1	 Set boot options

The boot options allow you to change settings af-
fecting the boot behavior of the SBS. This option 
is useful if particular hardware or hardware drivers 
are not supported.

The menu page shows the boot options you can 
change and their current setting.

•	 Use the ↑ and ↓ keys to navigate
•	 Press ENTER to confirm a selection
•	 Press Esc to return to a previous menu page

6.5.1.1	 Reset boot options to default

This will reset the boot options back to their 
default settings.

6.5.1.2	 Boot configuration

Your IT administration may provide various config-
urations. If you have no information on alternative 
configurations, select the default configuration.

 ➡ Boot with default configuration
The SBS boots with the default configuration. This 
is the SBS default setting.

 ➡ Boot with alternative configuration 1-4
The SBS boots with the selected alternative con-
figuration. Alternative configurations are defined 
by your IT administration and cannot be edited by 
SBS users.

Fig. 6.02:  Boot options

Fig. 6.03:  Reset boot options

Fig. 6.04:  Boot configuration options



6.5.1.3	 Graphics chipset

Many modern computers contain more than one 
graphics card and therefore more than one graph-
ics chipset.

The SBS selects the optimal chipset for graphics 
output automatically. However, if you are experi-
encing output problems, this option allows you to 
manually select a graphics chipset.

Frequently, a small sticker on your laptop indicates 
which graphics card is installed. Alternatively, you 
can find it in the system settings of your usual op-
erating system.

 ➡ Boot with default graphics chipset
The SBS boots with an automatically selected 
graphics chipset. This is the SBS default setting.

 ➡ Boot with Nvidia/AMD graphics chipset
The SBS boots with a graphics chipset from Nvidia 
and AMD. Select this option if your device is 
equipped with a graphics card from one of these 
vendors.

 ➡ Boot with Intel graphics chipset
The SBS boots with a graphics chipset from Intel. Select this option if your device is equipped with a 
graphics card from this vendor.

6.5.1.4	 Graphics driver

Launching the correct graphics driver during the 
boot process is essential for a flawless graphics 
output because the operating system uses this 
driver to control the graphics card.

The Secure Boot Stick selects the optimal graph-
ics driver automatically. However, if you are expe-
riencing output problems, this subpage of the SBS 
boot menu allows you to manually select a graph-
ics driver.

 ➡ Boot with automatic graphics driver selection
The SBS boots with an automatically selected graphics driver. This is the SBS default setting.

Fig. 6.05:  Options for graphics chipset

Fig. 6.06:  Boot with default graphics chipset

Fig. 6.07:  Boot with automatic graphics driver selection
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 ➡ Boot with conservative graphics driver
The SBS boots with a reliable, older open source graphics driver that supports graphics cards from 
multiple vendors. Be aware that recent graphics cards may not be supported by older drivers. 

 ➡ Boot with enhanced graphics driver
The SBS boots with an optimized/proprietary graphics driver from the graphics card vendor.

 ➡ Boot with progressive graphics driver
The SBS boots with the latest graphics driver from the respective graphics card vendor. Select this 
option if you are using a docking station with your computer.

6.5.1.5	 Kernel

The kernel is the core of an operating system, on which all other components rely. The Secure Boot Stick 
supports various older kernel versions, which can be selected manually.

SBS kernel versions can change with an update, which is why the version numbers are indicated in 
the SBS boot menu.

For older computers, changing the kernel can 
solve booting problems that may occur after an 
update of the SBS.

 ➡ Boot with default kernel
The SBS boots with the currently installed default 
kernel. This is the SBS default setting.

 ➡ Boot with alternative kernel 1-3
The SBS boots with an alternative, older kernel 
version.

6.5.1.6	 Splashscreen during boot

A splashscreen or bootsplash is the graphical dis-
play during the boot process or when starting a 
program. It is also called the start screen.

Some graphics chipsets do not fully support 
graphical display during the boot process. The 
screen freezes or goes black and the boot process 
crashes. Change the boot splash manually to re-
solve this problem.

 ➡ Graphical bootsplash
The SBS boots with a graphical output of the boot process. This is the SBS default setting.

Fig. 6.08:  Boot with default kernel

Fig. 6.09:  Splashscreen options



 ➡ Textmode bootsplash
The SBS boots with a text output of the boot pro-
cess.

 ➡ No bootsplash
The SBS boots without displaying any graphical 
output of the boot process.

6.5.1.7	 Boot message extent

System messages are useful for quick trouble-
shooting when problems arise during the boot 
process.

You can manually adjust the scope of the system 
messages.

 ➡ Default graphical boot
The SBS boots without displaying any system 
messages. This is the SBS default.

 ➡ Show detailed boot messages
The SBS displays relevant system messages.

 ➡ Show very detailed boot messages
The SBS displays all system messages.

6.5.1.8	 WLAN mode

Updating the SBS may affect wireless LAN support 
on older network interface controllers, leaving you 
unable to connect to the Internet. 

While many recent network interface controllers 
and access points support WPA3 encryption to se-
cure the wireless network, older network interface 
controllers often do not support this encryption.

Fig. 6.10:  Select graphical bootsplash

Fig. 6.11:  Boot message options

Fig. 6.12:  Very detailed output

Fig. 6.13:  Select wireless LAN mode
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Since SBS v7.x.36, you can manually enable support for older network interface controllers and WPA3 
encryption. Please note that your built-in network interface controller must also support WPA3 en-
cryption.

 ➡ iNet Wireless Daemon
The SBS boots with support for newer network cards as well as WPA2 and WPA3 encryption. This is 
the SBS default setting.

 ➡WPA supplicant
The SBS boots with support for older network cards and WPA2 encryption.

6.5.1.9	 Start SBS with factory settings

This option resets the SBS to the factory settings. 
It deletes all settings made by you and your IT ad-
ministration.

For further use, the SBS must be reactivated. In 
this case, please contact your IT administration or 
user support.

6.5.2	 Automatic hardware test

Hardware tests are used to analyze a computer’s 
hardware and a valuable tool for keeping the SBS 
software compatible with the latest computer 
models.

In addition to information such as vendor, model, 
serial number, hardware components, and drivers, 
the hardware test also contains information about 
your SBS, such as current version and variant.

The hardware test does not gather any personal 
data or files.

You will need an additional USB flash drive to store the results file that is generated during the hard-
ware test. This additional USB flash drive must have been formatted with the FAT32 file system. To 
format the USB flash drive, please refer to 9.3 How to format a USB flash drive.

The automatic hardware test runs a full scan of hardware components installed on your computer.

Fig. 6.14:  Start SBS with factory settings

Fig. 6.15:  Automatic hardware test

Fig. 6.16:  Automatic hardware test



1.	 Connect your SBS and the additional USB flash drive to your computer’s USB ports.

2.	 Start your computer.

3.	 When the SBS boot menu appears, cancel the autostart of the SBS desktop by pressing the ↑ 
and ↓ keys.

4.	 Use the ↓ key to select the menu item Advanced options and press ENTER to confirm.

5.	 Use the ↓ key to select the menu item Automatic hardware test and press ENTER to confirm.

6.	 The SBS starts the hardware test. The test takes about three minutes.
Enter your smartcard PIN or start password when you are prompted to do so.

7.	 Once the hardware test is complete, your computer shuts down automatically. 
If your computer does not shut down, switch it off manually after about three minutes by 
pressing and holding the power button.

8.	 Unplug the SBS from the USB port, but keep 
the other USB flash drive plugged in. Boot 
your computer with your regular operating 
system.

9.	 Open your file manager and the additional-
ly USB flash drive. The hardware test file is 
named hwtest.txt.

10.	Send the file with a brief error description by e-mail to hwtest@ecos.de.

6.5.3	 Hardware test without graphics drivers

Select this option if the automatic hardware test does not return a results file.

6.5.4	 Hardware test without graphics drivers and network

Select this option if the automatic hardware test does not return a results file.

6.5.5	 Bootloader version

Shows the current bootloader version. This options has no function.

6.6	 SBS login

Fig. 6.17:  Output file on USB flash drive
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Depending on the variant and the settings made by your IT administration, the Secure Boot Stick will 
prompt you to enter either a start password or a smartcard PIN during the boot process to protect 
the SBS from unauthorized access. Without this entry, the SBS aborts the boot process and displays 
a corresponding message on the screen.

If your SBS has already been activated by your IT administration, you received either the smartcard 
PIN or the start password along with your SBS. Change start password or smartcard PIN immediately 
the first time you use the SBS. If you use an Apple device, connect an external keyboard to your Mac 
to be able to log in to the SBS.

If you activate your SBS yourself, set the smartcard PIN or the start password during Easy Enrollment. 
Please note that your IT administration may have defined password guidelines such as the minimum 
number of digits, characters or character classes your password must contain.

6.6.1	 Start password

The SBS variants CL and HE require a start pass-
word.

Enter the password on your computer keyboard 
and press ENTER to confirm.

For further information on how to change the start 
password, please refer to 7.4.3.6 Change start 
password.

If you have lost your password, please contact your 
IT administration or user support immediately.

6.6.2	 Smartcard PIN

The SBS variants FX/SX and GX/ZX require a smart-
card PIN.

The ECOS key on the PIN pad flashes yellow when 
the SBS expects a PIN entry. Enter the smartcard 
PIN on the PIN pad and press the CHECK key to confirm.

If the PIN is correct the ECOS key lights yellow. 
If the entry is incorrect, the ECOS key lights red, 
then flashes red. After a few seconds, the ECOS 
key flashes yellow and you can enter the smart-
card PIN again.

You have approximately 60 seconds to enter the PIN before the PIN entry is cancelled.

Fig. 6.18:  Password entry prompt on SBS CL or HE

Fig. 6.19:  PIN entry prompt on SBS FX/SX and GX/ZX



You have three attempts to enter your smartcard PIN. After the third unsuccessful attempt, the SBS is 
locked and can only be unlocked with the PUK. Please contact your IT administration or user support 
for the PUK.

6.6.2.1	 Change smartcard PIN

You can change the smartcard PIN manually on 
the SBS PIN pad. 

1.	 Connect your SBS to your computer's USB 
port. Make sure the SBS has power.
The ECOS key lights white.

2.	 Press the ECOS key.
It lights dark blue, the digit keys are white.

3.	 Press 3 to change the smartcard PIN.
The ECOS key lights yellow.

4.	 Press the CHECK key to confirm.
The ECOS key flashes yellow.

5.	 Enter the current smartcard PIN.
The ECOS key flashes yellow during entry.

6.	 Press the CHECK key to confirm.
If the PIN is correct, the ECOS key briefly 
lights green, then flashes yellow.
If the PIN is incorrect, the ECOS key briefly 
lights red, then white. The process is can-
celled. Repeat the procedure beginning 
with step 2.

7.	 Enter a new smartcard PIN.
The ECOS key flashes yellow during entry. 

8.	 Press the CHECK key to confirm.
If the new smartcard PIN complies with the 
password guidelines, the ECOS key briefly 
lights green, then flashes yellow.
If the new smartcard PIN does not comply 
with the guidelines, the ECOS key briefly lights red, then white again. The process is canceled. 
Repeat the procedure beginning with step 2.

9.	 Re-enter the new smartcard PIN. The ECOS key flashes yellow during entry.

11.	Press the CHECK key to confirm.

Fig. 6.20:  Change smartcard PIN
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If the PIN is correct, the ECOS key briefly lights green, then white. The smartcard PIN was 
changed successfully.
If the PIN is incorrect, the ECOS key briefly lights red, then white. The process is canceled. Re-
peat the procedure beginning with step 2.

6.6.2.2	 Reset smartcard PIN

If you lose your smartcard PIN or enter it incorrect-
ly three times, your smartcard PIN must be reset. 
Please contact your IT administration or user sup-
port to obtain the PUK.

1.	 Connect your SBS to your computer’s USB 
port. Make sure the SBS has power.
The ECOS key lights white.

1.	 Press the ECOS key.
It lights dark blue and the digit keys are 
white.

2.	 Press 4 to reset the smartcard PIN.
The ECOS key lights light blue.

3.	 Press the CHECK key to confirm.
The ECOS key flashes light blue.

4.	 Enter the PUK.
The ECOS key flashes light blue during entry.

5.	 Press the CHECK key to confirm.
If the PIN is correct, the ECOS key briefly 
lights green, then flashes yellow. 
If the PIN is incorrect, the ECOS key briefly 
lights red, then white.
The process is canceled. Repeat the proce-
dure beginning with step 2.

6.	 Enter a new smartcard PIN.
The ECOS key flashes yellow during entry.

7.	 Press the CHECK key to confirm.
If the new smartcard PIN complies with the password guidelines, the ECOS key briefly lights 
green, then flashes yellow. 
If the new smartcard PIN does not comply with the guidelines, the ECOS key briefly lights red, 
then white. The process is canceled. Repeat the procedure beginning with step 2.

Fig. 6.21:  Smartcard PIN reset



8.	 Re-enter the new smartcard PIN.
The ECOS key flashes yellow during entry.

9.	 Press the CHECK key to confirm.
If the PIN is correct, the ECOS key briefly lights green, then white. The smartcard PIN has been 
successfully reset. 
If the PIN is incorrect, the ECOS key briefly lights red, then white. The process is canceled. Re-
peat the procedure beginning with step 2.
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7	 SBS Desktop

The SBS desktop is the main graphical interface of the Secure Boot Stick and includes a taskbar and 
a desktop background. The taskbar is organized into three sections:

•	 Start button
The start button opens the SBS start menu and the two menu panels Settings and System.

•	 Window panel
The window panel displays the tabs of all open application windows.

•	 System tray
The system tray contains various indicators that provide information about the system, power, 
Internet connection, system time, and more.

Depending on your IT administration's configuration, the destinations enabled for your user account 
may be displayed in the start menu panel and as application launchers icons on the desktop.

Fig. 7.01:  SBS desktop

❶ Taskbar ❷ SBS start menu ❹ Destination selection dialog

a Start button

b Window panel

c System tray

❸ Menu panel ❺ Application launcher icons
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7.1	 Start button

Click on the start button to open the SBS start menu. For further information on the SBS start menu 
and its functions, please refer to section 7.4 SBS Start menu.

7.2	 Taskbar

The window panel of the taskbar displays the tabs of all open win-
dows and applications. Right-click on a tab in the window panel (al-
ternatively on the window title bar) to open the context menu of the 
window with the following options:

Launch new instance: This option launches a new instance of the run-
ning application.

Minimize: Minimizes an open window to a tab on the window panel of 
the taskbar. Click on the tab to maximize the window.

Maximize: Enlarges a window to full-screen view. Click the menu item again to unmaximize.

Move: The mouse pointer grabs the title bar of the window. Move the mouse pointer around to move 
the window. Click to save its new position. Alternatively, move the window by dragging the window 
title bar.

Resize: The mouse pointer  grabs the right bottom edge of the window. Move the mouse pointer around 
to enlarge or reduce the window. Click to save the new window size.

Always on top: Enable this checkbox to keep the window on top of other active windows or applications.

Close: Closes the window. Alternatively, close the window using the times icon in the window title bar.

7.3	 System tray

7.3.1	 Network manager

Use the network manager applet in the system tray to set 
up and edit Internet connections. To learn how to add a 
new connection, please refer to section  6.5.2 Automatic 
hardware test.

Right-click on the network manager icon to open a context 
menu with following options:

Enable networking: Enables the general use of the Internet.

Fig. 7.02:  Window context menu

Fig. 7.03:  Context menu of network manager
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Enable Wi-Fi: This checkbox activates the use of wireless LAN and networks. This option is only dis-
played if the Enable networking checkbox is enabled.

Enable mobile broadband: Enables the use of mobile networks. This option is displayed if your computer 
is equipped with a mobile or LTE modem .

Enable notifications: Enables notifications from the 
network manager.

Connection information: Opens the connection infor-
mation window, which displays information on the 
active connection, e.g. current IP address.

Edit connections: Opens the network connections di-
alog, in which you can add (+), delete (minus) and edit 
(COG) connections. Save your changes and, if neces-
sary, reconnect to apply your changes.

About: Opens the software information window of the Network Manager applet.

Wrench Edit connections
Delete the selected connection (minus): Select the connection you wish to delete. Click the (minus) button. In the 
next window, confirm that you wish to delete the selected connection by pressing 'Delete' or cancel 
the operation. The connection is deleted from the network connections list.

Edit the selected connection (COG): Opens the editing dialog for the selected connection. This dialog also 
appears when you set up a new ethernet or wireless network connection. You can change the name 
of the connection in the 'Connection name' field located above the editing menu. 

Depending on whether the network connection is LAN, wireless or mobile, the editing menu displays 
different tabs and functions.

Fig. 7.04:  Edit network connections

Tab Ethernet network-wired Wireless network wifi Mobile broadband mobile-screen-button

General CHECK CHECK CHECK

Ethernet (LAN) CHECK - -

802.1x Security CHECK - -

Wireless network (WLAN) - CHECK -

Security of the wireless network - CHECK -

Mobile broadband - - CHECK

PPP settings - - CHECK

Proxy CHECK CHECK CHECK

IPv4 settings CHECK CHECK CHECK

IPv6 settings CHECK CHECK CHECK
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FOLDER General
Connect automatically with priority: Enable and deter-
mine the priority with which the SBS connects to 
this network. The lower the number, the higher the 
priority. For example, if you assign priority 1 to a 
LAN connection and priority 2 to a wireless LAN 
connection, the SBS connects via LAN first and 
only uses the WLAN connection if the wired con-
nection is not available.

Metered connection:  Select whether the network is 
metered or not.

FOLDER Proxy
Method: Enable the use of a proxy for the network 
connection. You can choose between None and Au-
tomatic. 

For browser only: Allows only the browser to use a 
proxy.

PAC URL: Enter the URL under which the PAC file 
(proxy auto-config file) is made accessible to the 
browser. It enables a browser to use the appropri-
ate proxy for each URL.

PAC script: Import a PAC script from a local file or enter it manually in the text field.

FOLDER IPv4 settings
Method: Determines the method for determining 
the IPv4 settings.

Automatic (DHCP): The IPv4 settings are deter-
mined automatically. You can specify addition-
al static addresses, DNS servers or search do-
mains.

Automatic (DHCP), addresses only: The IPv4 address, 
the netmask and the gateway address are de-
termined automatically via DHCP. Enter DNS 
server and search domains manually.

Manual: The IPv4 settings are defined manually. The settings include the IPv4 address, the net-
mask, the gateway address as well as the DNS server and the search domains.

Fig. 7.05:  General settings

Network-Wired wifi Mobile-alt

Fig. 7.06:  Proxy settings

Network-Wired wifi Mobile-alt

Fig. 7.07:  IPv4 settings

Network-Wired wifi Mobile-alt
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Link-local only: The SBS is assigned an IPv4 address in the range of 169.254.0.0 to 169.254.255.255 
for this connection. Connecting to the Internet is therefore not possible.

Shared to other computers: When enabling this option, you share the network connection with a de-
vice that cannot open a direct network connection.

Disabled: This option disables IPv4 for this network connection.

Addresses: Allows you to enter (additional) static IPv4 addresses with netmask and gateway. You can 
add new or delete existing addresses.

DNS servers: Allows you to enter (additional) DNS servers. Multiple entries will be listed comma sep-
arated.

Search domains: Allows you to enter (additional) search domains. Multiple entries will be listed comma 
separated.

DHCP client ID: Allows you to enter a client ID. This ID is used instead of the MAC address, therefore, 
the name must be unique on the network.

Require IPv4 addressing for this connection to complete: When this option is enabled, this connection always 
uses IPv4 addressing. IPv6 addressing is ignored.

Routes: Allows you to add, edit and delete static routes manually.

Ignore automatically obtained routes: If you enabled this checkbox, this connection will only use the 
specified routes.

Use this connection only for resources on its network: If you enable this checkbox, connections are re-
stricted to the local network.

FOLDER IPv6 settings
These settings correspond to those that in the 
IPv4 settings tab.

The Method field offers an additional Ignore option 
to skip the use of IPv6 for this connection.

IPv6 privacy extensions: IPv6 addresses include the 
MAC address of the selected network interface 
controller, which is used to uniquely identify de-
vices. Privacy extensions can be used to further 
protect privacy.

Default: Uses the global settings of the network.

Disabled: The privacy extensions are disabled.

Fig. 7.08:  IPv6 settings

Network-Wired wifi Mobile-alt
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Enabled (prefer public address): The privacy extension is enabled and the public IPv6 address is pre-
ferred.

Enabled (prefer temporary address): The privacy extension is enabled and the temporarily generated 
IPv6 address is preferred.

IPv6 address generation mode: Allows you to define how the IPv6 address is created.

EUI64: The MAC address of the network interface controller is used to determine the address. The 
device can be identified with the IPv6 address.

Stable privacy: With this option, a secure cryptographic hash of a secret host-specific key is used to 
determine the address. The device cannot be uniquely identified with the IPv6 address.

FOLDER Ethernet
Device: Select the network interface for the built-in 
network card.

Cloned MAC address : Select how the MAC address 
of your network interface should be handled. The 
MAC address or hardware address uniquely identi-
fies a device in a network.

Preserve: The MAC address is not changed.

Permanent: The actual MAC address of the net-
work interface is used.

Random: A new MAC address is generated for each connection.

Stable: The same incorrect MAC address is used for the same connection.

MTU: Allows you to set the maximum size of the data packets to be transmitted (maximum trans-
mission unit). By default, the MTU is set to automatic and can be adjusted manually. A value between 
700-1000 bytes is recommended.

Link negotiation: Specify how a connection is to be negotiated.

Ignore: The speed and duplex mode of the connection are ignored during negotiation.

Automatic: The speed and duplex mode of the connection are negotiated automatically.

Manual: You can set speed and duplex mode of the connection manually. Please note that all de-
vices in the network must support these settings.

Speed: Set the data transmission speed. It depends on the speed of your Internet access.

Network-Wired

Fig. 7.09:  LAN settings
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Duplex: Set the duplex mode. It determines the direction of the data transmission over a line.

Full: Data is transmitted simultaneously in both directions.

Half: Data is transmitted in both directions, but not simultaneously.

FOLDER 802.1X security
802.1X security for this connection: Enables 802.1X se-
curity for the network connection. This is a stan-
dard for authentication and authorization in net-
works.

Legitimization: Set the legitimation with which you 
authenticate yourself in the network. Currently, 
only the MD5 (Message-Digest Algorithm 5) au-
thentication method is available.

Username: Enter the username for authentication.

Password: Enter the password for authentication. You can make the password visible using the Show 
password checkbox. 

FOLDER Wireless network
SSID: Enter the SSID of the WLAN network.

Mode: Select the WLAN mode of your network.

Client: In client mode, the SBS logs on to the ac-
cess point (AP) as a client and connects to the 
WLAN.

Hotspot: Hotspot mode is a public wireless net-
work that usually requires an additional login 
to the network.

Ad-hoc: In ad-hoc mode, client devices connect directly to each other within the network without 
using an AP.

Band: Set the frequency band of the WLAN connection. The frequency determines, among other 
things, the range and speed of the wireless LAN. The lower the frequency, the greater the range, but 
the higher the frequency, the higher the supported speeds.

Automatic: The frequency band is determined automatically. Select this option if you do not know 
the frequency band of your wireless LAN.

A (5 GHz): The range is usually limited to one floor or an apartment. However, higher speeds are 
supported. These frequencies are not widely used at present.

Network-Wired

Fig. 7.10:  802.1X security settings

Fig. 7.11:  Wi-Fi settings

wifi
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B/G (2.4 GHz): The range is greater, often covering entire buildings. Speeds are generally lower as 
the frequency band is used by a large number of subscribers.

Channel: Set the channel of the frequency band. The frequency bands are split into different chan-
nels to ensure a better distribution of participants. Modern routers often have the ability to analyze 
surrounding wireless networks and the channels they use to find the best channel for your wireless 
network. If you know the channel of the wireless network you are using, set it accordingly, otherwise 
select the option default.

BSSID: Select the basic service set identifier. It usually corresponds to the MAC address of the access 
point or router and is used for unique identification and assignment to an access point.

FOLDER Wi-Fi security
Security: Allows you to select the security protocol 
or encryption method of the wireless network that 
will be used für client authenticate in the wireless 
network .

LEAP: This is an outdated standard that should 
no longer be used.

Dynamic WEP (802.1X): This is an outdated stan-
dard that should no longer be used.

WPA/WPA2/WPA3 Personal: This is the current 
(but expiring) default for WLAN encryption. It is used for private networks and requires a password.

WPA/WPA2 Enterprise: This is the current (but expiring) standard for WLAN encryption. It is used for 
organizational or company networks.

WPA3 Personal: This is the latest and most secure standard for WLAN encryption. It is not support-
ed by older devices and requires a password.

Enhanced Open: This is a new security standard for open-access wireless hotspots.

FOLDER Mobile broadband
Number: Enter your cell phone provider's dial-in 
number. By default, German providers use the 
number *99#.

Username: Enter the username.

Password: Enter the password.

APN (access point): Enter the access point name of 
your cell phone provider.

wifi

Fig. 7.12:  Security settings for Wi-Fi

Fig. 7.13:  Mobile broadband settings

mobile-screen-button
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Network identifier: Enter the mobile network code.

Allow roaming if home network is not available: Enable the checkbox to allow roaming when your home net-
work is not available. Please note that there may be an additional charge for this service depending 
on your cell phone plan.

PIN: Enter your SIM card PIN.

FOLDER PPP settings
The point-to-point protocol is a network protocol 
that connects via dial-up lines. The Internet or cell 
phone provider uses this protocol to communi-
cate the dial-in data (e.g. IP address or DNS server) 
to the end device.

Allowed methods: Allows you to enable an authenti-
cation method for your mobile broadband con-
nection.

EAP: The extensible authentication protocol is 
an authentication protocol that is often used in 
wireless networks.

PAP: The password authentication protocol is 
an insecure and outdated authentication pro-
tocol used for PPP connections.

CHAP: The challenge handshake authentica-
tion protocol is the successor to PAP and is 
more secure than its predecessor thanks to the 
use of hash functions and random numbers.

MSCHAP: MSCHAP is a CHAP variant from Mic-
rosoft (MS).

MSCHAP v2: MSCHAP v2 is a later version of MSCHAP legitimization.

Use point-to-point encryption (MPPE): This option activates Microsoft point-to-point encryption, an en-
cryption protocol for data in PPP connections.

Require 128-bit encryption: A key with a length of 128 bits is required to use MPPE.

Access data, APN and network ID can be obtained from your cell phone provider or on the Internet. Search for your cell 
provider in connection with APN and/or mobile broadband.

Fig. 7.14:  PPP settings

mobile-screen-button

Fig. 7.15:  PPP legitimization



52ECOS SecureBootStick® | Version 7

7 SBS Desktop

Use stateful MPPE: This checkbox enables the stateful mode for MPPE. Encryption mechanisms are 
only synchronized at the start of the session. If a packet is lost, the transmission is cancelled and 
a new synchronization is requested. This mode should only be used for connections where there 
is little or no packet loss.

Allow BSD data compression: The data to be transmitted will be compressed with PPP-BSD lossless com-
pression.

Allow deflate data compression: The data to be transmitted will be compressed without loss using the 
deflate algorithm.

Allow TCP header compression: The TCP header of a data packet is compressed in order to increase the 
speed of slow connections.

Send PPP echo packets: Echo packets (echo request & echo reply) are used for line checking.

7.3.2	 Battery

The battery icon shows the battery status of your device. Alternatively, use the context menu to set 
screen brightness, presentation mode and access power management.

For further information on power management, please refer to section 7.4.2.3 Power manager.

7.3.3	 Clipboard

This function is available since SBS version V7.x.42. Click on the clip-
board icon to open the menu with the most recent entries.

Select the desired entry with a click and copy it with right-click + paste 
or a set key combination.

Clear history: Clears the clipboard of all entries.

Clipman settings: Opens the clipboard settings.

Use the context menu to call up the properties, deactivate the clip-
man or display information on the applet. Click Quit to terminate the 
function and hide the clipboard icon from the system tray.

Fig. 7.16:  Clipman

Fig. 7.17:  Clipman context menu
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7.3.3.1	 Clipman settings

FOLDER Behavior
Sync mouse selection: Enable this checkbox to synchronize the 
Clipman content with the default clipboard.

Paste instantly: Set the hotkey to automatically insert a selected 
entry from the history. You can choose Ctrl+V or Shift+Insert.

Position menu at mouse pointer: Enable this checkbox to open the 
menu at the position of the mouse pointer.

Maximum elements: Set the maximum number of items to be dis-
played in the menu. Enter a number directly or increase/de-
crease the quantity with PLUS and minus.

FOLDER History
Remember history: Enable this option to store the history make it 
available for a new session.

Remember last copied image: If you activate this checkbox, the last 
copied image is saved temporarily in the history.

Reorder history items: Enable this checkbox to display the most 
recently cached item at the top of the history.

Reverse history order: Enable this checkbox to display the history 
in reverse order.

Ignore mouse selections: If you enable this checkbox, the selection 
from the default clipboard will not be added to the history.

Size of the history: Set the number of entries in the history. Enter 
a number directly or increase/decrease the quantity with PLUS 
and minus.

7.3.4	 Volume

Adjust the volume of your connected audio devices and microphones by clicking the speaker icon in 
the system tray.

Fig. 7.18:  Clipman behavior

Fig. 7.19:  Clipman history
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7.3.4.1	 Volume control/audio mixer

FOLDER Playback
Lists the streams or applications that are currently 
playing audio content.

System sounds: Allows you to adjust the volume of 
the system sounds in percent (decibels).

Mute audio: Allows you to mute a stream/application.

Show: Select the streams you want to play.

FOLDER Recording
Lists the streams or applications that are currently 
recording audio content. Adjust the volume.

Mute: Allows you to mute a stream/application.

Lock channels together: Allows you to set whether 
the channels of the stream/application should be 
locked together or adjusted separately. To adjust 
them separately, use the channels Front left and Front right.

Show: Allows you to select what you want to configure the recording for.

FOLDER Output devices
Lists the built-in and connected audio output de-
vices.

Port: Select the port for the respective device.

Mute: Allows you to mute output devices.

Lock channels together: Allows you to set whether 
the channels of the stream/application should be 
locked together or adjusted separately. To adjust 
them separately, use the channels Front left and 
Front right.

Set as fallback: Allows you to set an output device as fallback. This option is only useful if more than 
one output device is available.

Latency offset (Advanced): Set the latency manually in milliseconds (ms).

Show: Select the output device you want to configure.

Fig. 7.20:  Audio mixer playback

Fig. 7.21:  Audio mixer recording

Fig. 7.22:  Audio mixer output devices
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FOLDER Input devices
Lists the built-in and connected audio input de-
vices.

Port: Select the port for the respective device.

Mute: Allows you to mute input devices.

Lock channels together: Allows you to set whether 
the channels of the stream/application should be 
locked together or adjusted separately. To adjust 
them separately, set the channels Front left and 
Front right.

Set as fallback: Allows you to set an input device as 
fallback. This option is only useful if more than one output device is available.

Latency offset (Advanced): Set the latency manually in milliseconds (ms).

Show: Select the input device you want to config-
ure.

FOLDER Configuration
Lists the built-in and connected audio devices.

Profile: Select a profile for the audio device. The 
options vary depending on the device. The option 
Off disables the device and it is no longer listed in 
the other tabs.

Show volume meters: Enable/disable volume meter. 
Disabling this option hides the volume control below the 
respective devices on the Playback and Recording tabs and 
reduces CPU load.

7.3.5	 CPU usage

CPU usage is a graphical representation of the current CPU 
load. The percentage is displayed on mouseover.

Click the system tray icon to open a detailed list of the cur-
rent usage.

Contact your IT administration or user support if CPU usage 
is persistently in the red zone.

Fig. 7.23:  Audio mixer input devices

Fig. 7.24:  Audio mixer configuration

Fig. 7.25:  CPU usage

Fig. 7.26:  CPU usage details
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7.3.6	 Date and time

The system time display is located at the right side of the 
taskbar. The current date and day of the week are displayed 
on mouseover. Click the indicator to open the calendar.

7.4	 SBS Start menu

You can open the SBS start menu using the start button in 
the taskbar or by right-clicking on the desktop background.

7.4.1	 Lock screen

The Secure Boot Stick has a built-in screen lock that auto-
matically locks the screen after a set period of inactivity, 
depending on your IT administration's configuration. It pro-
tects the SBS and your working environment from unau-
thorized access.

You can lock the screen immediately with Lock screen.

Unlock the Secure Boot Stick CL and HE the screen with your start password, if one has been as-
signed. If no start password has been assigned, unlock the screen by pressing a random key or mov-
ing the mouse. Unlock the Secure Boot Stick FX/SX and the GX/ZX by entering your   smartcard PIN 
on the PIN pad.

.

Fig. 7.27:  Time and calendar indicator

Fig. 7.28:  SBS start menu

Please note that some options in the SBS start menu can be 
hidden by your IT administration and are therefore not dis-
played.

Fig. 7.29:  Input of password/PIN to unlock the screen
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7.4.2	 Preferences

This extended menu panel allows you to custom-
ize the SBS to your preferences and the needs of 
your workspace.

7.4.2.1	 Administration

This function for administration and error analy-
sis of the SBS. This function is password-protected 
and reserved for your IT administration.

7.4.2.2	 Display properties

Allows you to adjust the display and screen set-
tings to your needs and requirements.

FOLDER General
Select the display for which you want to edit the settings. Only connected displays are shown.

Select which display to set as the primary display 
when multiple displays are connected. A small as-
terisk marks the primary screen. Taskbar and des-
tination profile selection are always displayed on 
the primary screen.

Press Apply to save your settings.

Resolution: Select the desktop display resolution. 
The resolution is displayed in pixels and as a ratio.

Scale: Set the scaling level. The higher the factor, 
the smaller the display.

Refresh rate: Allows you to set the frequency of the refresh rate. It indicates how many frames per 
second are processed and how smoothly the content is displayed. The display must support the 
selected refresh rate.

Make sure to activate the password prompt with the mouse instead of the keyboard. Pressing a key, e.g. the space bar, is 
counted as an entry for the start password.

Fig. 7.30:  SBS Start menu with preferences panel

Fig. 7.31:  Multi-monitor settings

Fig. 7.32:  General display properties
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Rotation: Allows you to set the rotation of the screen display. You can rotate the display 90° to the left, 
to the right or 180° (vice versa ).

Reflection: Allows you to mirror the display. You can mirror horizontally, vertically or horizontally and verti-
cally.

FOLDER Advanced
Profiles: Allows you to create display profiles 
which, depending on the setting, are automatical-
ly applied when you connect a new display . Only 
the profiles that match the currently selected dis-
play are shown. To create a new profile, make the 
desired settings at FOLDER General . Then add the pro-
file with File-plus. You can edit or delete existing profiles.

Wrench Connecting displays
When new displays are connected: Select in the drop-
down menu how to proceed when a display is 
connected. 

Do nothing: Nothing happens, the display is shown in the General tab so that settings can be made.

Show dialog: The multi-monitor dialog open so you can set how the connected monitor should 
display the image.

Mirror: The display is automatically mirrored on the connected monitor.

Extend: The display is automatically extended to the connected monitor.

Automatically enable profile when new display is connected: When enabled, a given screen profile is automat-
ically applied to new displays.

Wrench Identifying displays
Show pop-up window to identify displays: When enabled, a small pop-up window opens and shows informa-
tion about the new display, e.g. name or resolution.

7.4.2.3	 Power manager

Allows you to adjust power options. Please note 
that changes to the energy settings may affect 
the battery life of your computer.

FOLDER General
Buttons: Allow you to control the display bright-
ness. 

Fig. 7.33:  Advanced settings

Fig. 7.34:  General power management settings
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Brightness step count : Set the threshold value for the brightness adjustment, e.g. in steps of 10.

Wrench Appearance
Status notifications: Enables status notifications, e.g. for the battery status of your device.

System tray icon: Enables the battery indicator in the system tray of the taskbar.

FOLDER Display
Allows you to manage energy options controlling 
battery and mains supply.

Wrench Display power management
Blank after: Set the period of inactivity in minutes, 
after which the displays go blank.

Put to sleep after: Set the period of inactivity in min-
utes, after which the energy-saving mode is acti-
vated.

Switch off after: Set the period of inactivity in min-
utes, after which the displays are switched off.

Wrench Brightness reduction
On inactivity, reduce to: Set the brightness reduction 
in percent. 

Reduce after: Set the period of inactivity in seconds, after which the display brightness is reduced.

FOLDER Devices
Shows a list of all connected and installed power sources and their status.

7.4.2.4	 Taskbar

Allows you to adjust the behavior of the taskbar. Choose 
whether to hide the taskbar and whether to group active ap-
plications on the taskbar.

Hi DPI

Allows you to set the Hi DPI mode  for high-resolution screens. 
These screens have a pixel density of at least 100 dpi and usu-
ally a width of at least 1920 pixels.

Fig. 7.35:  Power manager display settings

If some options in the power management are 
grayed out, reboot your SBS with an alternative 
kernel. For further information, please refer to 
section 6.5.1.5 Kernel 

Fig. 7.36:  Taskbar settings

Fig. 7.37:  Hi DPI settings
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7.4.2.5	 Mouse

Allows you to adjust mouse and touchpad settings.

FOLDER Devices
Device: Select the mouse or touchpad you wish to configure.

Wrench Buttons and feedback
Buttons: Set the mouse button assignment.. For left-handers, 
the option Left-handed is recommended. Right-handed is enabled 
by default.

Reverse scroll direction: Enable the checkbox to reverse the 
scrolling direction of the mouse wheel. This option is disabled 
by default.

Acceleration: Set the acceleration of the pointer. An acceleration of 2.0 is set by default.

Sensitivity: Set the sensitivity of the pointer. Default sensitivity is set to 4 pixels.

Reset to default s : Allows you to reset the values to the defaults.

Wrench Touchpad
Disable touchpad while typing: Enable this checkbox to disable the 
touchpad during typing. It prevents accidental clicks when 
moving the cursor unintentionally.

Duration: Set the duration of the deactivation  in seconds.

Tap touchpad to click: When this option is enabled, you can also 
use the touchpad for mouse clicks.

Scrolling: Set the scroll mode. Please note that the built-in 
touchpad must support the selected mode.

Disabled: Scroll mode is off.

Edge scrolling: Drag your finger along the edge of the touch-
pad to scroll.

Two-finger scrolling: Drag two fingers across the touchpad to scroll. 

Circular scrolling: Drag one finger in circle ways across the touchpad. Start at the edge of the touch-
pad.

Enable horizontal scrolling: Enable this checkbox to turn horizontal scrolling on.

Fig. 7.38:  Mouse button assignment

Fig. 7.39:  Touchpad settings
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FOLDER Behavior
Drag and drop: Set the threshold value for moving an object.

Time: Set the time interval in milliseconds for a double-click.

Distance: Set the distance in pixels for a double-click.

7.4.2.6	 Keyboard

Allows you to manage keyboard settings.

FOLDER Behavior
Restore num lock state on startup: Enable the Num key automati-
cally when you start the SBS.

Wrench Typing settings
Enable key repeat: Enable this checkbox to turn on key repeat 
when you press a key on your keyboard for a longer period 
of time.

Repeat delay: Set the repeat delay in milliseconds.

Repeat speed: Set the speed of the key repeat.

Wrench Cursor
Show blinking: When this checkbox is enabled, the cursor 
flashes when typing.

Blink delay: Set the delay for cursor blinking.

Test area: Use this field to test and check your keyboard settings.

FOLDER Layout
Use system defaults: Enable the system settings for your de-
vice. When enabled, the following options are not available.

Keyboard model: Select the keyboard model.

Change layout option and compose key: Select a hotkey to switch 
between different keyboard layouts.

Keyboard layout: Add, edit or delete keyboard layouts.

Fig. 7.40:  Mouse and touchpad behavior

Fig. 7.41:  Typing settings

Fig. 7.42:  Tastaturbelegung
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7.4.3	 System

The system panel allows you to configure system 
settings.

7.4.3.1	 Activation

The SBS starts the activation automatically the 
first time it is used. Reactivation is usually only 
necessary if there are problems with the SBS that 
cannot be resolved.

For further information on how to activate the SBS, please refer to section 6.5.2 Automatic hardware 
test.

7.4.3.2	 Remote access VNC

Allows your IT administration or user support to access your SBS remotely 
and assist you with problems and errors. Access by VNC is only possible 
within the same network or with a VPN connection.

7.4.3.3	 Manual

Opens the SBS user manual as a PDF. 

7.4.3.4	 Hardware test

Hardware tests are used to analyze hardware problems and are a valuable tool for keeping the SBS 
software up to date and compatible with the latest computer models.

You can start a hardware test in the boot menu or in the start menu of the SBS desktop if, for example, 
a connected device is not working.

Fig. 7.43:  SBS Start menu and system panel

Perform this action only if your IT administrator instructs you to do so and if you have new activation data..

Fig. 7.44:  Remote access

To prevent system damage and unauthorized access to sensitive data, only allow remote access to your IT administra-
tion or user support.
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In addition to information about your device, e.g., vendor, model, serial number, installed hardware 
components and associated drivers, the hardware test also records information about your SBS, such 
as the currently installed version and model. The hardware test does not record personal data or files.

You will need an additional USB flash drive to store the TXT file that is generated during the hardware 
test. This additional USB flash drive must have been formatted with the FAT32 file system. To format 
the USB flash drive, please refer to 9.3 How to format a USB flash drive.

1.	 Switch off your computer.

2.	 Connect your SBS to a USB port on your 
computer.

3.	 Connect all devices (keyboard, mouse, mon-
itors, docking stations, etc.) that you want to 
test.

4.	 Switch on your computer and boot the SBS.

5.	 Open the SBS start menu and select the 
menu item System → Hardware test.

6.	 The SBS starts the hardware test. The test 
takes about three minutes. Information 
about the installed and connected hard-
ware is gathered. A summary of the results 
is displayed when the hardware test is com-
plete. You can now save the results (S), end 
the test (Q), repeat the test (N) or get the re-
sults in German (D).

7.	 You can send the results file to ECOS Sup-
port by e-mail (M) or save them on the addi-
tional USB stick (U).
Please note: Due to the security settings, 
you cannot save the results file on the SBS.

To e-mail the results of the hardware test directly to ECOS Support, make sure you have an active 
Internet connection. Follow the instructions on the screen and confirm the entries with ENTER.

To save the results file as a TXT file on a USB stick, follow the instructions on the screen and confirm 
your entries with ENTER.

7.4.3.5	 Shell

Fig. 7.45:  Hardware test

Fig. 7.46:  Results file
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The shell allows in-depth settings to the operating system of the Secure Boot Stick. It is is therefore 
password-protected and reserved for your IT administration.

7.4.3.6	 Change start password

Allows you change your start password. If you do 
not have a start password yet, leave the field for 
the previous password empty. 

As of version V7.60.0, you can no longer assign a 
start password if you have an SBS variant with a 
PIN pad. These variants are protected with a PIN 
instead of a password.

For further information on how to change the smartcard PIN, please refer to section 6.6.2.1 Change 
smartcard PIN.

7.4.3.7	 System status

The system status  provides information about 
the Secure Boot Stick and the system, e.g. the SBS 
model, the SBS version, the serial number or the 
network connection. 

This information is intended for troubleshooting 
to rule out hardware incompatibilities.

7.4.3.8	 Update licenses

Licenses are an essential security factor and must be valid for the Secure Boot Stick to work properly. 
Besides, software updates are managed via licenses.

Licenses  are usually made available by your IT administration on the System Management Appliance 
and your SBS is updated automatically. However, if the automatic license update fails, this function 
allows to update manually.

Make sure the SBS is connected to the Internet. The SBS connects to the update server, which checks 
for new licenses. If so, the SBS licenses are updated.

Fig. 7.47:  Change start password

Your IT administration can define central guidelines for the complexity and length of your password. Please observe 
this password policy when changing your start password.

Fig. 7.48:  System status
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7.4.3.9	 Update software

The  Secure Boot Stick software from is continuously 
being developed to ensure security, implement new 
functions and support the latest computer models.

Software updates  are usually delivered by your IT ad-
ministration via the System Management Appliance 
and your SBS is updated automatically. However, if 
the automatic software update fails, this function al-
lows to update manually.

Make sure the SBS is connected to the Internet. The 
SBS connects to the update server, which checks for a new software version. If so, the SBS software 
is updated.

You can continue to work while the update is performed, but we recommend restarting SBS after the 
update is installed.

7.4.3.10	 Virtual Keyboard

You can use the Virtual Keyboard to display an on-
screen keyboard  that you can use with your mouse.

Hide the keyboard using the keyboard icon in the sys-
tem tray and close it using the context menu.

7.4.3.11	 Webcam administration

The webcam administration  allows you to manage 
built-in and connected cameras.

All detected webcams are listed. You can test 
these webcams for use in certain environments 
and set one as default camera.

Set as default: The selected camera is set as default 
input device.

Media test: Allows you to test the functionality of 
the selected camera. This function shows you a 
webcam preview and information about the func-
tions. Return to the settings page via Webcam selec-
tion.

Fig. 7.49:  Software-Update-Dialog

Fig. 7.50:  Virtual keyboard

Fig. 7.51:  Webcam administration
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Stream test: Allows you to test the functionality of the selected camera in a VMware environment. This 
function shows you a webcam preview and information about the functions. Return to the settings 
page via Webcam selection.

Citrix stream test: Allows you to test the functionality of the selected camera in a Citrix environment. 
This function shows you a webcam preview and information about the functions. Return to the set-
tings page via Webcam selection.

Quit: Exits the application.

7.4.4	 Shutdown

This function shuts down Secure Boot Stick and computer.



Part 3: Troubleshooting and 
tutorials
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8	 Hints and troubleshooting

8.1	 Troubleshooting

There are several reasons why you may have trouble connecting to an access destination.

If the steps listed above do not solve your problem, please contact your IT administration, user sup-
port or the ECOS Helpdesk.

Error description Possible cause Troubleshooting

It is not possible to connect 

to the selected destination 

server.

•	The destination server is not con-
nected to the Internet.

•	The destination server is overload-
ed.

•	The destination server has another, 
network-related error.

Contact your IT administration or 
user support.

VPN connection cannot be 

started.

•	The MTU is too big. Change the MTU for your Inter-
net connection in the network 
manager.
7.3.1 Network manager

VPN connection cannot be 

started.

•	Your Internet connection uses the 
IPv6 network protocol. The IPv6 
addresses used are not compatible 
with the protocol currently used by 
the SBS. The SBS cannot connect to 
the destination server.

•	You are using a DSLite Internet 
connection that packages and 
transports IPv4 packets into IPv6 
packets. This means that the trans-
mission protocol of the SBS cannot 
establish a connection. 

•	The Internet connection you are 
using is too slow or unstable to 
maintain a continuous connection 
to the destination server.

•	The SBS's certificates are no longer 
valid, making it impossible to open 
a VPN connection.

Contact your IT administration or 
user support.

VPN connection cannot be 

started.

•	The firmware of the router you are 
using is not compatible with the 
requirements of the SBS.

Update your router's firmware if 
possible. Information on how to 
update your router can usually be 
found on the vendor's website.
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8.2	 Boot menu/BIOS hotkeys 

To access your computer’s BIOS or boot menu, you must press a special hotkey while your computer 
is booting. These hotkeys vary by vendor and model.

Should the vendor of your device not be listed below, or should the listed hotkey not open the boot 
menu or BIOS, please search the internet for the vendor, the model number and the term BIOS or 
boot menu.

Vendor Opens BIOS Opens boot menu

Acer F2 or Del F12

ASRock F2 or Del F11

Asus F2 or Del Esc

Dell F2 F12

Fujitsu F2 F12

Gigabyte Del

HP F2 or F10 F9 or Esc

Intel F2 F10

Lenovo F1 F12

Medion F2 F10

Microsoft Louder + Power

MSI Del F11

Samsung F2 Esc

Sony F2

Terra F2 F7

Toshiba Press Esc at start, then F1 F12

Zotac Del F12
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9	 Tutorials

9.1	 Disable Windows Fast Startup

The fast startup function introduced by Microsoft with Windows 10 speeds up the system start of 
your computer by skipping a couple of system checks and hiding graphical notifications during the 
boot process. The fast startup also skips USB port checks. It boots so quickly that no other or new 
boot media, such as the Secure Boot Stick, can be detected.

Disabling fast startup solves the problem.

1.	 Start your computer without connecting the SBS.

2.	 Open the Windows start menu WINDOWS.

3.	 Open the Control Panel.

4.	 Select the category System and Security.

5.	 Go to Power Options.

6.	 Select Change what the power buttons do. 

7.	 Click on Change settings that are currently unavailable 
and confirm in the next window. Enter your admin-
istrator password when prompted to do so.
The Shutdown settings are displayed.

8.	 Disable the checkbox Turn on fast startup (recommend-
ed).

9.	 Save your settings.

10.	Switch off your computer.

11.	Connect the SBS to your computer's USB port.

12.	Start your computer. If the SBS starts automatical-
ly, no further action is required on your part. Oth-
erwise, proceed as described in the sections 2.2.1 
One-time USB boot and 2.2.2 Permanent USB boot.

If you need additional support, please contact your IT 
administration, user support or the ECOS Helpdesk.

Fig. 9.01:  Control panel 

Fig. 9.02:  Change power button action

Fig. 9.03:  Disable fast startup
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9.2	 Mac with T2 security chip

In 2018, Apple started including the T2 security chip in iMac Pro, Mac mini, MacBook Air, and MacBook 
Pro.  The T2 security chip contributes to a secure boot process and prevents unauthorized access.

However, it can lead to errors when booting the Secure Boot Stick. Customizing the T2 security chip 
settings solves the problem.

Check system information to see if your device is equipped with a T2 security chip:

1.	 Start your Mac without connecting the SBS. 

2.	 Log in with your user credentials.

3.	 Press and hold OPTIONS (OPTION) while clicking the Apple 
icon in the top menu bar.
The Apple start menu opens.

4.	 Select System settings.

5.	 Go to Controller or Control in the left sidebar.
Depending on the macOS version used, this item 
may also be named iBridge. 

6.	 The controller information shows you the chip 
model and whether your device is equipped with a 
T2 security chip.

To start your SBS on a Mac with T2 security chip, you 
need to allow booting from external media:

1.	 Start your Mac without connected the 
Secure Boot Stick and immediately press the 
hotkey COMMAND (COMMAND) + R until the Apple logo 
appears.

2.	 The macOS recovery starts.

3.	 The macOS Utilities window opens.

4.	 In the top menu panel, select Utilities → Start-
up Security Utility.

Fig. 9.04:  Apple start menu

Fig. 9.05:  Controller information

Fig. 9.06:  macOS-Wiederherstellung



5.	 Enter the firmware or administrator password 
when prompted and press OK to confirm.

6.	 In the section Secure boot, select the option No 
Security.

7.	 In the section Allowed Boot Media, select Allow 
booting from external or removable media.

8.	 Restart your Mac.

9.3	 How to format a USB flash drive

A second, commercially available USB flash drive 
with a FAT32 file system is required to store the re-
sults file of the Secure Boot Stick hardware test. If the 
USB flash drive supports a different file system (such as FAT16 or NTFS), you must format it.

1.	 Connect the USB flash drive to to your computer's 
USB port.

2.	 Start your Windows operating system.

3.	 Open the Windows Explorer.

4.	 Right-click on the USB drive to open the context 
menu.

5.	 Select Properties.

6.	 Select the tab General and check the information 
field File system.

7.	 If the file system is FAT32, the USB flash drive is al-
ready correctly formatted. Close the window and 
continue with the hardware test as described in 
sections 6.5.2 Automatic hardware test and 7.4.3.4 
Hardware test. If the information field shows a dif-
ferent file system, proceed with step 8.

8.	 Close the Properties window and open the context 
menu of the USB drive again.

Fig. 9.07:  Startup Security Utility settings

Formatting the USB flash drive will irrevocably delete all data stored on it. Check your USB flash drive and back up any 
data and documents you want to keep.

Fig. 9.08:  Context menu - properties

Fig. 9.09:  USB properties
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9.	 Select the option Format....
A new window opens.

10.	In the file system field, select the option FAT32.

11.	If required, enter a random name for your USB flash drive in 
the Volume name field.

12.	Start the formatting process.

13.	Once formatting is complete, the USB flash drive is ready to be 
used as a storage medium for the hardware test.

9.4	 Setting up a cellular network

If your computer is equipped with a cellular module and has a SIM card 
inserted, you can set up and use a connection to a cellular network. 
Make sure that Enable mobile broadband is active.

1.	 Connect your SBS to your computer's USB 
port.

2.	 Start your computer.

3.	 When the SBS desktop appears, right-click 
on the network manager icon in the system 
tray.

4.	 Select the option Edit connections....

5.	 Click PLUS (Add a new connection).

6.	 In the connection type dialog, select Mobile broadband and press Create... to confirm.

Fig. 9.10:  Format USB drive

Fig. 9.11:  Open the network manager context menu

Fig. 9.12:  Edit connections Fig. 9.13:  Select connection types



7.	 A wizard is launched to guide you through the setup process. 

8.	 Select the country of your cell phone provider and press Next to confirm.
The countries are listed alphabetically.

9.	 Select your service provider. If you do not know your provider or if your provider is not listed, 
you can also set up the connection manually.
Press Next to confirm.

Fig. 9.14:  Wizard for mobile broadband connection

Fig. 9.15:  Select country

Fig. 9.16:  Select service provider
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10.	Set the Billing mode and, if required, your your cell phone provider's Access point (APN). You will 
usually find this information in your cell phone contract.
Press Next.

11.	Check your settings and press Apply to confirm.

12.	You can now make further settings, e.g. assign a new name. Please note that the connection 
will only be created after you have saved your settings 

Fig. 9.17:  Billing mode and APN

Fig. 9.18:  Settings summary

Fig. 9.19:  Connection editor



9.5	 FX/SX data safe

In addition to the Secure Boot Stick software, the SBS FX/SX also includes a hardware-encrypted data 
safe for the secure storage of data and documents. The data safe accessible from any operating sys-
tem without the installation of software. A smartcard is required for the functionality.

You can use the data safe in two ways:

•	 During ongoing operation of SBS. The data safe is unlocked after booting.
Please note that the data safe is only available if it has been configured on the SMA by your IT 
administration and if it has been released for the destinations of your user account.

•	 As USB drive under a different operating system (Windows, Mac OS, Linux).
The data safe is unlocked after the SBS is connected to the started computer.

If you safely remove the SBS as removable media or shut down your computer, access to the data 
safe will be blocked and must be unlocked the next time you use it. 

9.5.1	 Unlock data safe

You can unlock the data safe on the PIN pad of the Secure Boot Stick . 

1.	 Connect the SBS to your computer's USB 
port. Wait until the ECOS key lights white.

2.	 Press the ECOS key. It lights dark blue, the 
digit keys are white.

3.	 Press 1 to activate the data safe. The ECOS 
key lights green.

4.	 Press the CHECK key to confirm. The ECOS key 
flashes yellow.

5.	 Enter the smartcard PIN. The ECOS key flash-
es yellow during entry.

6.	 Press the CHECK key to confirm. 
If the PIN is correct, the ECOS key briefly 
flashes yellow, then lights green. The data 
safe is unlocked.
If the PIN is incorrect, the ECOS key lights 
up red. The process is canceled. Repeat the 
procedure beginning with step 2. 

Fig. 9.20:  Unlock the data safe
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9.5.2	 Enable/disable write access for the data safe

The data safe can be used without write access, for example to read the documents without editing 
them.

Read-only access is recommended when using the data safe on an unknown device to prevent mal-
ware from altering the data safe contents.

Write access can be enabled and disabled while the SBS is running or on a regularly booted comput-
er.

1.	 Connect the SBS to your computer's USB port.
The ECOS key lights white. It lights yellow on a booted computer.

2.	 Press the ECOS key. The ECOS key lights dark blue.

3.	 Press 2 to enable/disable write access.
The ECOS key lights green if write access is enabled
The ECOS key lights magenta if write access is disabled. 

4.	 Press the CHECK key to confirm. The ECOS key flashes yellow.

5.	 Enter your smartcard PIN. The ECOS key flashes yellow during entry.

6.	 Press the CHECK key to confirm.
If the PIN is correct, the ECOS key flashes magenta to confirm that write access has been dis-
abled. The ECOS key flashes green to confirm that write access is enabled. The ECOS key then 
lights white again.
If the PIN is incorrect, the ECOS key briefly flashes red, then lights white. The process is can-
celed. Repeat the procedure beginning with step 3.
If you have changed write access while the SBS was running, the ECOS key lights yellow instead 
of white.

7.	 Unlock the data safe as described above in section 9.5.1 Unlock data safe. 
The ECOS key lights magenta when the data safe is unlocked in read-only mode.
The ECOS key lights up green when the data safe is unlocked in write mode.

Please note that you cannot make any further entries (exception: PIN entry to unlock the screen) on the SBS PIN pad 
when the data safe is unlocked. To do this, you must reboot SBS.
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